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Introduction

The world order that for decades has provided the ove rall At the same time, an increasing number of states de dicate

framework for how we address Denmark’s and Europe’s their efforts to weakening the cohesion of other sta tes
JHRSROLWLFDO DQG VHFXULW\ LOQWBUHV WYV W ¥ ERX.JX LOHAKHOFH FDPSDLIJQV XVLAXWQFIHGH D
no longer given that general consensus and converge nce tools — a tactic that has been accelerated by techno logical

will prevail within the traditional alliances and co operation development.

patterns. Pursuit of national interest will increasi ngly

complicate this cooperation. At the same time, the rul e- Technological development has also changed the gene ral

based world order is being tested. threat landscape. The increasing concentration insi de

the tech industry and of commercial actors that base
(XURSH PD\ ¢QG LWVHOI LQFUHDVLQJQ@WDINO Rtieh bustheGsHridd€ls@h t€ansnational digital IT and

values and interests, including security interests, and in communication platforms is well-suited to changing the
addressing issues such as migration. traditional power structures. The technological race
related to quantum computing, robotics, facial recogn ition
The global shifts in economic, political and militar y power DOJRULWKPY DQG DUWL{FLDO LQWHOMKIHQFH H
will to a greater extent put small and medium-sized st ates several states’ indiscriminate use of these technolog ies
under pressure from global and regional actors in and WR FRQWURO WKHLU SRSXODWLRQYDRIDNHY LW G
outside of Europe. technology and values. These factors may become key
elements of a future geopolitical struggle and, in t his way,
China’s growing economic strength and declared ambi tion affect the threat picture.
WR DGRSW DQ HYHQ PRUH LQAXHQWHB QZIURMH LQ JOREDO LVV
affect the global position of the United States and the The United States and the transatlantic relationship will
geopolitical balance. Although the United States is trying continue to be the most important guarantor of Denm ark’s
to counter this development, the US domestic and fore ign basic security policy interests.
policy to increasingly withdraw from the internation al scene
ZLOO HQDEOH 5XVVLD DQG &KLQD WR JDKI MBvbver @ Abert Qictide has not only grown more
Middle East, Africa and other regions that are now less of a complex, it has also become more volatile and thus
priority to the United States. increasingly unpredictable.
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One of the DDIS’ core missions is to contribute indepen dent and security policy challenges to Denmark, will be ex amined
national intelligence assessments, thereby enabling in separate chapters.

Denmark to address these challenges in the best pos sible

way as a sovereign state. (GLWLQJ ZDV (QDOLVHG RQ 1RYHPEHU
We strongly believe that in an open, democratic socie ty, Enjoy your reading.

we as a modern intelligence service should strive to

LQVSLUH FRQ{¢GHQFH DQG WR EH DFFHMM\LEOH DQG UHDG\ IRU U
dialogue, while always following the overriding principle o f

adhering to the central, traditional intelligence pr actices of

SURWHFWLQJ FDSDELOLWLHV VRXUBHYY BRG RXU DELOLW\ WR IX
purpose.

This DDIS annual risk assessment collates the key th reats
and a number of other issues abroad that have an im pact
on Denmark’s security and strategic interests.

This year, the Risk Assessment starts out with a ch apter

on the Arctic, where the interests of the great powe rs have

GLUHFW LPSDFW RQ DQG JURZLQJ VULIQQOGRPDQFH IRU WKH
of Denmark. In addition, just as in recent years, th e main

points of emphasis are on Russia, the cyber threat and the

WKUHDW Rl WHUURULVP $0VR &KIAXMQFHURZLQJ JOREDO LQ
is dealt with in this year’s Risk Assessment.

In addition, the Middle East, parts of Africa, and Lars Findsen
Afghanistan, all of which will continue to pose forei gn Director of the Danish Defence Intelligence Service
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Main conclusions

The Arctic states still cooperate on regional issues. Despite
the Arctic nations’ shared ambition to keep the regi on free
of security policy disagreements, the military focu s on the
Arctic is growing. A great power game unfolding amon g
Russia, the United States and China deepens tensions i n
the region. The Arctic is a top priority for Russia, which has
vital security and economic interests in the region. Th ough
Russia’s military build-up in the Arctic thus has a defensive
focus, it increasingly contains elements that could also be
utilized for offensive operations. In addition, the Arctic is an
essential part of Russia’s national identity. China ’s interests
in the Arctic revolve around access to Arctic resou rces and

D 5XVVLDQ LQAXHQFH RSHUDWLRQ 7KHVMDLOWLF
FKDUDFWHUL]HG E\ WKH WHQVLRQV EHDNZHHQ 1%
Russia will likely attempt to improve its relations w ith

Denmark, but conditions for cooperation between Russi a

DQG 'HQPDUN ZLOO FRQWLQXH WR EXVELD;:FXOW
will remain a major security policy challenge to th e West.

&KLQD FRQWLQXHV WR LQFUHDVH LW LQWHUQD'
through active involvement in existing international

institutions, formation of new bilateral partnerships ,

multilateral cooperation forums and global economic

initiatives. China’s economic agreements and invest ments

VHD URXWHVY DV ZHOO DV LQFUHDVHGVIXHAX HHEFFHRRG YBHRWEW WKH FRXQWU\TV HFRQRPLF GL!

China is thus working to strengthen its Arctic rese arch, to strategic interests. The United States perceives China as its
set up infrastructure and capabilities in the Arcti c and to main strategic rival and is increasingly seeking to hamper
strengthen cooperative relations with the Arctic na tions. China’s development. China is modernizing its milit ary and
China’s Arctic interests are long-term and persistent and will continue to assert its territorial claims in th e South

will likely grow in the future. This is also true o f China’s China Sea. China is expanding cooperation with Russ ia, but
interests in Greenland. mutual bilateral scepticism persists.

Russia is challenging the dominant global position of the The very high threat of cyber attacks against Denma rk has
United States but will also have to maintain the dial ogue become an everyday reality. Attacks launched by cri minal
with the United States. In recent years, Russia has carried or state actors are particularly threatening to Dani sh
RXW D VLIQL,FDQW PLOLWDU\ EXLOWBWXBILQ iltekestts ZDifféndhHtypEs & Betors launch attacks o n the
the country. Russia bases its military build-up and military infrastructure of the Internet, potentially undermin ing the
SODQQLQJ RQ WKH DVVXPSWLRQ WKDW IR DtrisZih thekability oRtr&d@idhal IT security meas ures to

or in the post-Soviet space cannot be ruled out. Ho wever, protect Danish private companies and public authorities
it is highly unlikely that Russia would deliberatel y launch VXI¢FLHQWO\ &\EHU HVSLRQDJH PDRRDOAGFW 'DQL
LQLWLDWLYHV WKDW ZRXOG HQWD LRR Q AIRWsddtlriyMn& DaRishap@itiveness. Cyber crime ma y, at

ZLWK WKH 8QLWHG 6WDWHY DQG MSKDWW L Vwdrsy prevent@iivistel @mpanies and public authorities

Denmark may, with little or no warning, become targ et of

from delivering critical services. Also, it is poss ible that



Intelligence Risk Assessment | 2019

Danish private companies and public authorities could upholds its pressure on Iran and prevents the count ry from
become collateral victims of destructive cyber attac ks exporting oil, Iran will continue its calculated opp osition
against targets outside of Denmark. towards the United States and its allies militarily as well as
by challenging elements of the nuclear deal. Despite the
Militant Islamists still pose a serious threat to t he West, sanctions, the Iranian regime will stand united in the short
but the threat picture has changed, mainly as a resu It of WHUP DQG ,UDQ ZLOO FRQVROLGDWH LWV UHJLR:
strong military and counter-terrorism efforts against ISIL
and al-Qaida. The number of terrorist attacks in the West Ethnic tensions and growing population rates in the weste m
conducted by militant Islamists reached an unpreceden ted Sahel region will cause an increase in the number o f
high level during the years when ISIL controlled la rge displaced people and contribute to aggravating the secu rity
swathes of territory in Syria. Today, attacks have fa llen to situation in the region. The national security forces in Mali
a level which is comparable to the one seen in the pe riod DQG %XUNLQD )DVR DUH XQDEOH WR XSWKROG VHI
leading up to ISIL's proclamation of a caliphate in 2014. militant groups. Militant Islamists will continue t o threaten
However, militant Islamists remain intent on attacki ng the Western targets in the region.
West. The most serious threat emanates from lone wolf
terrorists or small cells launching relatively simple attacks The Gulf of Guinea will remain an area characterize d by
that require little planning and limited resources. Foreign pirate attacks conducted by organized criminal networks in
(JKWHU UHWXUQHHY ZLOO FRQWLQVYHD W\R VeRMHHUWIXUHDW IRU
come.
The security situation in Afghanistan remains precar ious.
JRU \HDUV WR FRPH WKH OLGGOH (DY¥WODQ GChlRhs&d KS$alibarFriagotiations have halted a poten tial
remain an arena for regional and international power Afghan peace process. The Taliban is becoming more
struggles. Instability, terrorism and refugees stemmi ng powerful, while the Afghan government’s power is
from the region will pose a security threat to the EU. The weakening. The regional great powers are increasing their
United States will reduce its commitments in the reg ion, involvement, increasing the fragmentation of the co untry
and being the region’s closest neighbour, Europe wil | and raising the risk of civil war.
increasingly be forced to tackle these challenges a lone.
State actors such as Russia, Iran and Turkey will con tinue

WR H[HUW JUHDW LQAXHQFH DQGIWKK®LGL$WIHWRULWLHY ZLOO R
IURP WKRVH RI (XURSH 7KH FRQALFW EHWZHHQ WKH 8QLWHG
States and Iran has escalated. As long as the United S tates



Intelligence Risk Assessment | 2019

The Danish patrol vessels Vaedderen and Knud Rasmuss en off Greenland.
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THE ARCTIC

The Arctic states still cooperate on regional
issues. Despite the Arctic nations’ shared
ambition to keep the region free of security
policy disagreements, the military focus on
the Arctic is growing. A great power game
unfolding among Russia, the United States
and China deepens tensions in the region.

Global warming makes the Arctic increasingly access ible.
Generally, development in the Arctic region is charac terized
by cooperation among the Arctic nations. Just over

ten years ago, the coastal states signed the llulissa t
agreement, committing to handle their Arctic interes ts
through negotiations. The agreement remains central to
the development in the region, most notably in relat ion to
UHJLRQDO LVVXHV VXFK DV HQYLUR@RH®RW ¢ VKL
rescue capabilities, indigenous people and delimitat ion. The
Arctic nations have thus on several occasions decla red that
the Arctic shall remain a low-tension region charact erized
by constructive cooperation, and the nations have ba sed

the regional cooperation on this founding principle.

The shared ambition among the Arctic nations to kee p
Arctic cooperation separate from international security

policy issues has been a key reason why Arctic coope ration
has continued despite increased tensions between the W est
and Russia.

In recent years, both Arctic and non-Arctic states have
increasingly directed their military focus on the Ar ctic.
Russia, in particular, is consolidating its militar y capabilities
LQ RUGHU WR SURWHFW LWV QRUWKWVQ ADQN D
strategic deterrence, prompting several other Arctic coastal
states to start strengthening their own Arctic mili tary
capabilities. In addition, military activities in re gions
bordering the Arctic could potentially have a spill over effect

on developments in the Arctic.

Clear signs of increased security policy positionin gare
emerging between, in particular, Russia and the Uni ted

11
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&RPPHUFLDO VDWHOOLWH LPDJHU\ RHWIOH UBPURUW NERD\WH; JKKH LPDJH LV | QRSPV KRZMN WW H D PRI WKH DLUVWINGS WKDW K
been completed. Work on extending the runway length to approx. 3,500 m has started.

States, and to some extent also China. All three stat es in the Arctic are growing with China trying to esta blish

KDYH VLIQL;¢FDQW VWUDWHJILF DQG WK Q R Rtsdif ds@W\eebddmi¢ YayelLi@the Arctic and to in crease

region. This development will likely result in sharp ened LWV LQAXHQFH RQ $UFWLF PDWWHUV 7KH &KLQF

political rhetoric and increased military build-up i n the is also starting to show an interest in the region. T he

Arctic. United States in particular perceives China not only as an
economic competitor but also as a geopolitical rival. China

The United States has enhanced its military focus on itself is also highly conscious of the great power g ame of

the Arctic and aims for a stronger role for itself in the which the country is part.

region, citing a threat from Russia and China. The Uni ted

States wants to prevent the two countries from increasi ng Security policy developments in the Arctic will als o]

WKHLU LQAXHQFH LQ WKH $UFWLF D QRPK D \afféd tel iKingdderDoFDehr@adk’'s Bleedom to manoeuvre

its allies for this approach in Arctic forums. The Unit ed in the Arctic. In the future, it is likely that bal ancing

States also wants to bolster its military presence in the considerations for the Kingdom'’s allies and the defen ce

region to ensure early warning and be able to ward off of the Kingdom'’s strategic interests against the ambi tion

a potential military threat from the north. The new to maintain the Arctic as a low-tension region will prove

US Arctic strategy and public statements by senior US increasingly challenging.

administration and defence representatives have, to s ome

extent, veered from the principle of shielding cooper ation The geopolitical shift in the Arctic could also have a

on Arctic issues from other international issues and spillover effect on cooperation on regional matters be tween

discord, for instance by referring to the region as an the Arctic nations, which may not be able to keep A rctic

arena for geostrategic rivalry between the West, Rus sia cooperation separate from other international issues. If

and China. Russia and the United States were to entrench themse Ives
in more uncompromising positions, this would partic ularly

The stronger US focus on the Arctic is a source of concern for reduce the scope for Arctic cooperation.

Russia, which likely regards it as a US attempt at containing

Russia in the Arctic and thus as an attempt at thre atening Despite this development, cooperation among the Arc tic

Russia’s strategic interests in the region. Consequ ently, it coastal states will likely withstand a limited degr ee of military

is also likely that Russia will partly respond to t he new US positioning and tension. Cooperation may thus conti nue within

approach by introducing further military initiative s aimed at areas where the Arctic states feel that their inter ests are best

bolstering its own military capabilities in the reg ion. served through joint solutions. This is particularl y the case in
the Arctic Council and in the negotiations on the d elimitation

China is also a source of increasing concern for bot h Russia of the extended continental shelf following the pri nciples of

and the United States. China’s interests and involvem ent WKH 81 &RQYHQWLRQ RI WKH /DZ RI WKH 6HD

12



Russia in the Arctic

The Arctic is a top priority for Russia, which has

vital security and economic interests in the region

Russia thus gives priority to strengthening its

defence and control of the Russian Arctic and to

developing and exploiting the region’s economic

potential. In addition, the Arctic is an essential part
of Russia’s national identity, which is a key drive r for
its ambitions to secure a maritime delimitation that

aligns with Russian interests.

Russia sees itself as the leading Arctic nation and aims

to consolidate this position through regional contr oland
expansion of its military strength in the Arctic. A t the same
time, though, Russia has an interest in preserving a stable

Intelligence Risk Assessment | 2019

that the Western Arctic states cannot bypass Russia in
decisions regarding the Arctic. In the years to com e, Russia
will highly likely give even more priority to cooper ation

in the Arctic Council in preparation for its own 202 1-2023

chairmanship.

Russia continues to prioritize military build-up in

the Arctic

The Arctic region plays a key role in Russian securit y

policy, and the region’s strategic importance has

strongly motivated Russia towards consolidating its

military position in the Arctic. Russia perceives its

H(WHQVLYH $UFWLF FRDVWOLQH DV LWV PRVW Y
in terms of surprise precision attacks from US cruise

missiles. Such attacks would, in particular, pose a threat
to the Russian strategic nuclear capabilities, as muc h of
Russia’s strategic second strike capability lies with t he

DQG SHDFHIXO GHYHORSPHQW LQ WHKKN ¥ URWLFR DW KHKULY EHHOHW TV EDOOLVWLF PLVVKBH VXEPI

regional security and economic interests and create s the best
starting point for the negotiations on maritime del imitation.
To Russia, Arctic cooperation is highly likely a veh icle

for keeping the level of tensions down, and thus to ¢ urb
Western military build-up, attract investments, and e nsure
that the delimitation of the extended continental sh elf
aligns with Russian interests. Accordingly, Russia has
proved to be constructive in its efforts to solve s hared
regional challenges and is, as are several other co astal
states, generally inclined to keep Arctic issues se parate

from other international and bilateral disputes.

Kola Peninsula.

In addition to strengthening the defence of Russia’s Arctic
ADQN WKH PLOLWDU\ EXLOG XS LV DQWHQBHG W
legitimacy and self-image as an Arctic great power. Finally,

the build-up ensures control of the infrastructure al ong the
IRUWKHUQ 6HD 5RXWH WKXV VXSSRWRLQJ 5XVV|
realize the region’s economic potential.

Russia’s military build-up is particularly focused on

WKH 1DJXUVNR\H ¢JKWHU DLUFUDIW EDVH LQ WK
/IDQG DUFKLSHODJR ORFDWHG VRPH NP IURFP
Pole. The base will likely become operational in 2020,

5XVVLD ¢UPO\ VXSSRUWY FRRSHUDW LIR® D @Gk ithhe vt s-n&tRexXnghbst combat aircraft base
DPRQJ WKH ¢YH $UFWLF FRDVWDO VVADWWHHV afcgividdHRussidn<aRpowera presence in the very High

13
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1RUWK 7KH EDVH ZLOO WKXV EHFRPH D FR
forward line of defence in the Arctic Ocean.

5XVVLD VWDUWHG FRQVWUXFWLQJ WKH 1DJ
in 2017 and continues to expand the base’s capacity

Once construction is completed, the base will be able to
accommodate even the largest transport, bomber and a nti-
submarine aircraft. ~

\‘- Kotelnyy
LWK WKH EXLOG XS DW 1DJXUVNR\H WWWVLI “
its defence far into the Arctic Ocean, enabling it to warn of ,'
and counter threats from US precision attacks before they A
reach the Russian mainland. In the event of a crisi s, the i Sredniy
base would contribute to Russia’s control of the air and sea
domains beyond Russia’s territorial borders.

Nagurskoye

Though Russia’s military build-up in the Arctic thus has "l Rogachyovo
a defensive focus, it increasingly contains element s that
could also be utilized for offensive operations. Ru ssian
combat aircraft deployed at the base could quickly reach
the north-easternmost parts of Greenland and, using long-
range missiles or air-to-air refuelling, they would have the

ability to attack the United States’ Thule Air Base.

Western military measures in the Arctic fuel
distrust

. - Map of Russia’s six forward military bases. Circle indicates approximate
Partly as a result of Russia’s enhanced military pr esence UDQJH RI ¢(JKWHU DLUFUDIW IURP 10 WRVNRYHUZLWKE® QDL : LW
and potential offensive capabilities in the Arctic, a number air-to-air refuelling, range and operation time wou Id be markedly extended.
of Western countries have started gearing up their o wn 7KH ZKLWH OLQH DORQJ WKH 5XVVLRRQVRRBUWVDRVKH 1RUWK
military presence in the region. The number of mili tary
H[HUFLVHV LQ WKH 1RUWK $WODQWLE 2FHDQ KHOG XQGHU 1%7
auspices is on the rise as well. capabilities in the region and undermine the country’ S
possibilities of cooperating with the other Arctic coa stal
IRWZLWKVWDQGLQJ 5XVVLDTV RZQ KH OLW D UtateEsX RiB<ta X huk @oing to counter any steps by the
region, the Russian leadership will be deeply concer ned 8QLWHG 6WDWHYV RU RWKHU $UFWLF 1%$72 PHPEH
about an increase in US or other Western military pr esence such arole.
in the Arctic, as such a presence would, in Russia’ S view,
threaten its ability to operate freely in the region and to A stronger Western military presence in the Arctic would
GHIHQG LWV QRUWKHUQ ADQN likely bolster Russian interest in further expandin g its own
capabilities in the region to protect its strategic submarines
5XVVLDYVY FRQFHUQV LQ SDUWLFXOD W XWHWYIRDENY lis d2ferReXdDits AtcHid £eaboard. Moreover, R ussia
OLNHO\ EHOLHYHV WKDW WKH 8QLWR G/ %\b DA\MM ke ©QyGo IBgiirKiz¢ s rhifitary activiti es and build-
are trying to use the alliance as a tool to contain Russia in XS LQ WKH $UFWLF E\ FDVWLQJ 1$72VBIG WKH 8Q|
the Arctic and to threaten its ability to defend it s northern as the aggressors in the region, including through m edia
ADQN campaigns. Russia will likely combine this approach with
continued prioritization of cooperation and dialogu e between
.HHSLQJ 1%$72 IURP SOD\LQJ DQ DFWLYH UR Qhe Ardfic duatded) Sudh dr approach would advanc e
for instance through military presence and exercises the Russian narrative that Russia is the responsible and
or by taking part in enforcement of sovereignty, is thu s sensible partner, while the West in general and the United
essential to Russia. Russia likely fears that such a role for States in particular are ruining constructive coope ration and

1$72 LQ WKH $UFWLF PD\ SRVH D WKUHKDW Weapardiany head@ aRd stabilty i the Arctic.

14



Military activities in the North Atlantic impact th e

Arctic

5XVVLD DOVR NHHSV D IRFXV RQ 1$72 DWW L

Atlantic Ocean, including the waters between Greenland ,
Iceland, the Faroe Islands and Great Britain, also kno wn
as the GIUK gap. The increased tensions between Russia
and the West have renewed the focus of the United States

DQG 1$72 RQ PLOLWDU\ SRZHU DQG SUHVHQ

Atlantic Ocean with the purpose of securing the marit ime

OLQHV RI FRPPXQLFDWLRQ EHWZHHQ 1RUW

Europe in the event of an escalating crisis with Russi a. In

WKLV FRQWH[W VHFXULQJ UHLQIRUFHPHQ

particularly relevant as they would have to pass through
the GIUK gap.

To Russia, the GIUK gap is pivotal in blocking or a t least
delaying reinforcements from being sent from the Unit ed
6WDWHV WR 1RUWKHUQ 1RUZD\ DQG WORVH
borders. Also, Russian attack submarines would have to

pass through the GIUK gap if they were to be deploye d

against the more southerly supply lines over the Atl antic

Ocean or in their search for Western ballistic miss ile
submarines.

Western naval activities through the GIUK gap and in the

Intelligence Risk Assessment | 2019

Russia contemplates new set of
navigation rules for the Northern

Sea Route

In 2019, the Russian Ministry of Defence proposed a
new set of rules for foreign naval vessels and stat
owned ships that wish to sail in Russia’s internal
territorial waters.

Under the new rules, which are yet to be adopted,

foreign naval vessels and state-owned ships are obl iged
to give notice of their voyages 45 days in advance

and take on board Russian pilots when navigating th
1RUWKHUQ 6HD 5RXWH

5XVVLD GH¢{QHV VHYHUDO VWUDLWYV
Route as part of its internal or territorial waters . The
proposed rules regime would thus, in effect, apply to all
VWDWH RZQHG VKLSY VDLOLQJ DOR QXWWKH

The key issue in Danish-Russian Arctic relations is the

GLUHFWLRQ RI 1RUZD\ FRXOG TXLFN G RFAIDOdelimaiidh & k& éxtebded continental shelf in the

military superiority in the Arctic and threaten Rus sia’s Arctic Ocean. Russia, Denmark and, in 2019, Canada

strategic capabilities in the Kola Peninsula. To Rus sia, itis KDYH VXEPLWWHG SDUWLDOO\ RYHUDDSSLQJ FOIL
WKXV YLWDO WR SUHYHQW RU DW OHBRVW O Ldoinissidh7? thé)lRits®QHe \Continental Shelf, a nd the

DQ HYHQ JUHDWHU UROH LQ WKH 1RUWK $W cobrifridslafe td Red@igie B @r&liminary border dem arcation

extension, to also curb the increasing combat potenti al of in the areas where the claims overlap, a process th atis

1$72 LQ WKH $UFWLF UHJLRQ expected to last for years.

Delimitation negotiations are central in Danish- Despite its ambitions to cast itself as a constructi ve

Russian Arctic relations QHIJRWLDWLRQ SDUWQHU 5XVVLD FRXOOWG OLNHO\
Danish-Russian relations differ considerably dependin g to accept a demarcation line close to its own mariti me

on whether they relate to the Arctic or to general i ssues. borders. This is in large part due to the great sym bolic

While the bilateral relationship in general has deter iorated value the issue of the continental shelf holds to R ussia and

markedly since the Ukraine crisis, relations on the Arctic to the country’s identity as an Arctic great power. Itis likely

are characterized by pragmatism and dialogue, not le ast that this symbolic value by far exceeds the potentia I value

on the issue of delimitation in the Arctic Ocean and in the of the seabed resources in the extended continental shelf,

regional multilateral cooperation forums. which is formally at the heart of the delimitation issue.

Russia and Denmark have both separated their

ORUHRYHU 5XVVLD OLNHO\ IHDUV WKOWG1$72 FR>
VWDUW SDWUROOLQJ LQ ZDWHUV FIBBRYH WR 5XV)
country be awarded the right to extract resources i n the

LVVXHV 1HYHUWKHOHVV 5XVVLD EH®LHY HVcoMikentdl sheligBde tbithe Russian seaboard.

relations concerning the Arctic from other internati onal
simultaneously strengthening its military presence in the
Arctic and cooperating with the other Arctic countr ies at the
expense of Russian interests. Separating cooperation on
the Arctic from more general bilateral relations ma y thus

JURZ LQFUHDVLQJO\ GLI¢FXOW

Exploitation of the economic potential of the

Arctic is essential to Russia

The Russian Arctic areas are rich in natural resour ces,
especially oil and gas, both on land and in the con tinental

15
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shelf. Utilizing the region’s economic potential is an LQAXHQFH LQ WKH $UFWLF ZLOO EN\DLW WKH H[St
overarching objective for Russia. As a means to thi s end, RZQ UROH DQG LQAXHQFH

Russia is also focusing on establishing the necessa ry

infrastructure for the production of oil and gas. Th isis

H[HPSOL¢;HG QRW OHDVW E\ WKH 1RURKKHUQGRIna's sirategy in the Arctic
LV WKH 5XVVLDQ SDUW RI WKH 1RUWKQYDVW 3DVVDJH WKDW U

between Asia and Europe. China’s interests in the Arctic revolve around

access to Arctic resources and sea routes as well a s
&RQWURO RI WKH 1IRUWKHUQ 6HD 5RX\WRH LV DQFRIUHD REGMHBDWKMFH RQ $UFWLF LVVXHV &KLQ
Russia, which wants to limit foreign military prese nce close working to strengthen its Arctic research, to set
to its seaboard and to ensure revenue, for instance through up infrastructure and capabilities in the Arctic an d
navigation and ice-breaking fees. Russia is thus con sidering to strengthen cooperative relations with the Arctic
the introduction of rules to regulate and control nav igation nations. China’s Arctic interests are long-term and
by foreign military and other state-owned vessels al ong the persistent and will likely grow in the future. This is
I1RUWKHUQ 6HD 5RXWH also true of China’s interests in Greenland.

A number of Western countries have adopted a critical

stance towards the rules regime, citing that it con tradicts During the past two to three years, the Arctic has moved
WKH UXOHV RI WKH 81 &RQYHQWLRQ RTKMW K Hip @hZhHhb'dpdlititabagEhda as China has linked its
issue of the legitimacy of the Russian rules and co ntrol of VSHFL{;F LOWHUHVWY LQ WKH $UFWIDRO® RORIQH FI
the waters will likely become another bone of conten tion term strategic interests.
between the United States and Russia.
,Q -XQH &KLQD RI(FLDOO\ LQF®I®GHG WKH $U
Despite deepening Russia-China cooperation, routes in its grand development strategy, the Belt & Road
Russia remains wary of China’s growing presence Initiative (BRI), which seeks to promote relations b etween
in the Arctic China and the rest of Asia, Africa and Europe throug ha
China’s role in the Arctic is growing. To Russia, C hina is mixed strategy that includes investments in infrast ructure,
both a partner and a competitor and, ultimately, ev ena economic agreements and increased international trade
strategic opponent. However, the Western sanctions h ave When, in January 2018, China published its white pape ron
forced Russia to turn its attention to non-Western pa rtners China’s Arctic Policy, the Arctic sea routes were em phasized
to join its economic projects in the Arctic. In the short and as being part of the BRI.
medium term, China will likely be the most attractiv e and
realistic partner. Still, it is important to Russia to avoid &KLQDYTV VSHFL¢(¢F LQWHUHVWYV LQ WRHHFLDEOWLF V
economic dependence on China. linked to the country’s overall and long-term strate gic
interests. The effect is already evident in the incr eased
In addition, Russia highly likely aims to prevent Ch ina focus of Chinese state companies and investment funds
IURP JDLQLQJ LQAXHQFH RYHU $UFWEK LQ I Udn\he/AloGEragiom) wWhizhkwill likely result in i ncreased
Russia regards as strategically important. Russia is likely investments in Arctic infrastructure.
concerned that, in the long term, the Chinese plans fora
Polar Silk Road have the potential to undermine Rus sian 2YHU D QXPEHU RI \HDUV &KLQD KDY®RILWYDOO\
FRQWURO RYHU WKH 1RUWKHUQ 6HD 5RXWH DPELWLRQ WR JDLQ LQAXHQFH RQ WKHFPDQDJHP]|
matters. For China, this would align with the country 's
Finally, Russia wants to avoid the possibility that the perception of itself as a great power. Consequently, China
Chinese Arctic initiatives and economic involvement will ZDQWV WR PDNH LWV LQAXHQFH IHOW RDQWD SDU
WUDQVODWH LQWR &KLQHVH SROLPNIE® O L QpoXeiQIR Ehiha parEetichithe framework for the inter-
Russia is keen that only Arctic countries participate in the state cooperation in the Arctic is in a developmental phase,
formulation of rules pertaining to the Arctic, fear ing that and China wants to carve out a role for itself as a legitimate
the special role of the Arctic states, especially th e role of actor in different Arctic cooperation forums. This w ould
the Arctic coastal states, will become diluted if no n-Arctic give China a say in the formulation of international r ules for
DFWRUV JDLQ LQAXHQFH LQ WKH $URWOF 5 Xabpdradion i thié Kixti¢ region.
likely concerned that China’s efforts to enhance its role and
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China’s activities in the Arctic are evolving, and in addition
to initiatives on resource extraction and Arctic se aroutes,
knowledge and capabilities are also being establishe d
within different sectors such as climate research, sp ace
research and research on satellite communication and
Arctic navigation. Overall, Chinese interests in the Arctic,
including in Greenland, will likely grow in the fut ure.
Chinese interests in Greenland
China’s ambition to strengthen bilateral cooperativ e relations

with Arctic nations also includes Denmark and Green land,

where, as in the other parts of the Arctic, China i s using

increased cooperation on research and trade as entr y points

IRU LQAXHQFH $ QXPEHU Rl &KLQHVWHNWWDWH DQ

&KLQHVH SRODU DXWKR U IGNWH) K/TFY.H W QS FW H

expeditions in the Arctic. actors thus show persistent interest in commercial and
research-related cooperation in Greenland. However, the
interest is still narrow and has yet to translate i nto larger

China is increasing its bilateral cooperation with Arctic nations investments or extensive research cooperation in Gr eenland.

in the realms of trade, research and culture. It is likely that

China regards strengthened bilateral relations on m atters China likely wants to establish and maintain its comm itment

VXFK DV SRODU UHVHDUFK DV D S OIDYADRHRU@F HR Grde@land, leM@iVthoBgh this may not be commercial ly

in the Arctic. China regards polar research and mon itoring viable in the short term. This strategy is also employ ed

of the Arctic environment as a platform for a legit imate towards other raw material exporting countries and i sa

presence in the Arctic but also as a key part of Ch ina’s efforts component of China’s overall resource security strate ay.

to become a recognized polar nation and maritime gr eat $OVR WKLV DSSURDFK LV SDUW RILQRXGIMPFPHDPE|

power. China often cites climate research when cast ing itself in the Arctic. China regards research cooperation, i ncluding

as a state with legitimate interests in the Arctic. its research initiatives in Greenland, as a legitim ate channel
IRU LQAXHQFH RQ $UFWLF PDWWHUV

China has a strong demand for energy and raw material s

to feed its manufacturing industry, prompting it to focus As aresult of the inter-connection between Chinese

on obtaining access to resources without becoming r eliant companies and China’s political system, there are cert ain

on one single country or area. China’s interest in t he Arctic risks related to large-scale Chinese investments in

sea routes is part of its strategy to diversify its access to Greenland due to the effect that such investments wou Id

energy and raw materials without relying exclusivel y on one have on an economy the size of Greenland’s. In addit ion, the

country or region. Increased use of the Arctic sea routes risk of potential political interference and pressure i ncreases

would reduce China’s strategic dependence on shipping
through the Strait of Malacca and the Suez Canal an d
shorten transport time for goods to and from Europe.

Access to the Arctic also has military strategic imp ortance
for China mainly due to the Arctic’s importance to Russia
and the United States as an operation area for ballist ic
missile submarines, strategic air transport and bal listic
missile attack warning capabilities. So far, Chines e military
activity in the Arctic has been very limited. Until a few
years ago, the Chinese military likely did not pay much
attention to the Arctic. However, this is changing, and

the Chinese military has now begun to strengthen it S
knowledge of the Arctic. Itis likely that some of C hina’s
efforts to build up Arctic knowledge and capabilitie s will be
a concerted effort between civilian and military act ors.

when investments in strategic resources are involved.

&KLQDYTV DPELWLRQV IRU LQAXHQFH WQRS [DURHF H V V

under pressure from the United States, which perceive S
China’s interests in the Arctic in the light of the strategic
rivalry that is unfolding between the United States and
China.

As a result, the United States aims to curb China’s general
scope of action in the Arctic, including in Greenlan d, which,

GXH WR LWV ORFDWLRQ FORVH WRUGRHGWIXVSPHUL
part of the US sphere of interest.

The enhanced US focus on Greenland will likely have an
impact on China’s room of manoeuvre and actions in
Greenland.
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President Putin surrounded by generals at the Akhtu binsk aviation test centre on 14 May 2019. Russia g ives priority to developing high-tech weapons.

RUSSIA

Russia is challenging the dominant global position o f the United States but will also

have to maintain the dialogue with the United State s. In recent years, Russia has carried

RXW D VLIJQL,FDQW PLOLWDU\ EXLOG XSUWQRW KK AHRXIQWQUSIEXVVLD EDVHV LWV
military build-up and military planning on the assu mption that a war with NATO close

to or in the post-Soviet space cannot be ruled out. It is still likely that Denmark may,

ZLWK OLWWOH RU QR ZDUQLQJ EHFRPH QVDQAMMQRHDRSXVW\DIVWLRQ +RZHYHU LW LV
highly unlikely that Russia would deliberately launc h initiatives that would entail a high

ULVN RI PLOLWDU\ FRQALFW ZLWK WKH B$JY2W R GHAVMDDWHEXVYE&D ZLOO UHPDLQ D
major security policy challenge to the West.

Russia’s primary strategic objectives are to re-estab lish its foreign and security policy. Russia’s weak econo mic
itself as a great power on equal terms with the Unite d IRXQGDWLRQ ZLOO QRW VLIQL,FDRWO\ DIIHFW L
6WDWHVY DQG WR UHJDLQ LWV GRPLQDMW L QahnkitibAsRHts.f@eighalicpbrhaviour.
Soviet space. In addition, one of Russia’s top strateg ic
objectives is to maintain its position as the domina nt 5XVVLD ZLOO FRQWLQXH WR SRVH PROILFQL;FDQW
regional power in the Arctic. challenge to the West and Denmark. Russia’s closed
decision-making processes and its willingness to ac cept
These objectives will remain constant, and Russia wil I risks, including its readiness to use military mean s, and
patiently pursue these long-term strategic objectives. GHHS VHDWHG GLVWUXVW RI WKH 8QLWHG 6WDW
7KHUH DUH QR VLIJQL,FDQW DFWRUV LQ 5XViNdrdase thdzrigR &f R@@€kn miscalculations in cri sis
guestion the country’s strategic objectives or crit icise VLWXDWLRQV LQYROYLQJ 1$72 DQG WKHLIDWW 7k
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contribute to uncertainty about Russia’s military act ions in US military withdrawal from northern Syria constitu tes ade
escalating crises. facto acceptance of this situation. Russia will lik ely manage
to maintain pragmatic cooperation with both Turkey a nd
5XVVLDYV OHDGHUVKLS ZLOO KLJKWDNSORPHO\, MBIBIRQ KBE WR KDQGOH WKH FRQALIMULQ 6\ULTL
power despite the reduced public support for President GLYHUJLQJ LQWHUHVWYV LQ WKH 6\ULDQ FRQALFYV
Putin and the leadership following its peak in 2014 in
connection with the annexation of Crimea. Russia’s Russia’s presence in Syria will enable Russia to inc rease its
leadership will likely try to bolster its waning dom estic LQAXHQFH LQ WKH OHGLWHUUDQHDQLRUWKMHKOLGGO
support by portraying its foreign and security poli cyasa Africa. Russia will thus further develop its relatio ns with the
necessary defence against the United States and the W est. central regional powers. Russia will likely from th e position
it has on the east coast of the Mediterranean in Sy ria seek
The lower public support translated into protests in Moscow to expand its strategic position to also include pos itions on
ahead of the September 2019 regional elections. Russ ia’'s the south coast of the Mediterranean, i.a. in Libya. Russia’s
leadership is deeply involved in dealing with the pr otests, PLOLWDU\ DQG SROLWLFDO LQYROGAPHWQWDWY WK
as it considers them a potential threat and as it ge nerally increased in 2019.
does not tolerate independent political opposition.
Following the US withdrawal from the nuclear agreeme nt
In Russia’s view, the United States and the West are with Iran and the subsequent US pressure on Iran, Ru ssia
pursuing a strategic containment of Russia by politi cal, has strengthened its already close relations with | ran.
economic and, in particular, military means. Russia Russia will likely try to exploit this to position it self as a
also perceives its relations with the United States an d central mediator between Iran and Iran’s adversarie s in the
the West as characterized by a clash between Russia’ S OLGGOH (DVW DV D ZD\ Rl HURGLQJ 86HWAXHQFH
traditional and conservative values and Western liber alism countries.
and modernism. This serves to fuel Russia’s histori cally
conditioned distrust of the West, most notably in t he Turkey’s strained relations with the United States a nd other
LOQOWHQWLRQV RI WKH 8QLWHG 6WDWHV 1$721 BT2GDWIGH(§8FRXQWULHYV JLYH 5XVVLOUDIZSRUW XC
Turkey further away from its Western partners. With the
Russia increases cooperation with countries sale of the S-400 air defence missile system to Tur key,
challenging the United States Russia highly likely wants to drive a wedge between the
Russia is with some success challenging the dominant 1$72 FRXQWULHY DQG FKDOOHQJH 7XWINWMLRWQPLOI
position of the United States in international politic s. This with the alliance.
is especially the case in the Middle East where Rus siais
exploiting the vacuum left by the partial withdrawal of the 5XVVLDQ 86 UHODWLRQV ZLOO UHPDLQ GLI¢FX
US troops from Syria. In order to challenge the Uni ted It is highly likely that the relations between Russ ia and
States, Russia is increasing its cooperation with ot her great the United States will be characterized by strategic
and large regional powers which, from a variety of reasons competition and tension also in the long term. Relation S
and interests, are attempting to challenge the Unit ed States. between the two great powers are dominated by seriou s
GLVDJUHHPHQWY RYHU UHJLRQDO FULVHV DQG F
Russia’s and China’s growing tensions with the Unite d numerous contentious bilateral issues. It is highly unlikely
States over strategic issues and trade issues have WKDW 5XVVLD ZLOO VLJQL¢FDQWRU ®OHEWMWRW LWV
increased their incentives to deepen bilateral relat ions. accommodate the United States, and Russia will avoid
Russia’s and China’s close bilateral cooperation will likely situations which the United States could interpret as signs
also include increased military cooperation. Though of Russian weakness.
relations between Russia and China will likely not d evelop
LQWR D IXOO AHGJHG DOOLDQFH GNVYHMDR® QIHEKUMKHEOBI®V 5XVVLD DQG WKH §QWRHG 6WDW
their cooperation as long as their respective relati ons with maintain a pragmatic dialogue on a long range of im portant
the United States remain contentious. foreign policy and security issues, although conditio ns for
WKH GLDORJXH ZLOO UHPDLQ GLI¢{FXOW
Through its military and political support for the A ssad
regime and its cooperation with Turkey, Russia has created Relations between Russia and the United States may
FRQGLWLRQV IRU WXUQLQJ 6\ULD QRMW R KM ViuBihéHiBteRdrate@nih¢ ldoming years as a result o f
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disagreements over the future for the arms control t reaties. states not party to the treaty, in particular China , have

Russia’s development of the SSC-8 Screwdriver missil e developed and deployed ground-based intermediate-rang e

FDXVHG WKH 8QLWHG 6WDWHV WR ZLMIXWWU D and shBreer-verigéimjds)lesy U

on ground-based intermediate-range and shorter-range

missiles. It is highly likely that the SSC-8 Screwd river 7KH WHUPLQDWLRQ RI WKH ,1) WUHDXW HKG® WIRUW
missile, with an estimated range of approx. 2,000 km , was the distrust between Russia and the United States.

YLRODWLQJ WKH ,1) WUHDW\ 5XVVUHYXEVHTXHQWO\ ZLWKG

from the treaty too. However, it is likely that bot h Russia W LV LQ 5XVVLDYV LQWHUHVWYV WR 7S WHWHBDUWMH W
DQG WKH 8QLWHG 6WDWHYV DVVHVV WIKRQRW W &Hith, linitdrhe stiategic diblear weapons of Russi a and
accordance with contemporary strategic challenges w here the United States. A termination of the treaty could start

a strategic arms race with the United States that wou Id

increase Russia’s economic burden far beyond what Rus sia

is already spending on the development of new strate gic

weapons systems and on the modernisation and expansi on

In January 2019, Russia exhibited the SSC-8 Screwdr

iver intermediate

missile canister.
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Arms control treaties between

Russia and the United States

7KH ,1) WUHDW\ FDPH LQWR IRUFH LQ
Russia and the United States from developing and
deploying ground-based missiles with ranges between

500 and 5,500 km. Other states, including China, hav

not been party to the treaty and have thus been all

to develop and deploy a large number of ground-bas

missiles with similar ranges capable of threatening

Russian and US targets.

7KH 1(: 67$57 WUHDW\ HQWHUHG LQWR IR

treaty limits the strategic nuclear weapons of Russ iaand
the United States to a maximum of 1,550 warheads, 7 (0]0]

operational strategic missiles and bombers, and 800
non-operational means of delivery, bombers and laun ch

SODWIRUPYV 7KH 1(: 67$57 WUHDW\ H[WLU

an extension until 2025 can be negotiated.

of Russia’s existing nuclear arsenal.

It is possible that the high degree of distrust betw een

Russia and the United States and disagreements over th e
SURYLVLRQV RI WKH 1(: 67$57 WUHDAWO\HYQQ ARV V |
could lead to the termination of this arms control t reaty too.

Russia sees NATO as a potential military threat
5XVVLD VHHV 1$72 DV D WRRO IRU 86 WOIGE XULW\ L

as a potential military threat. Russia bases its bui Id-up

of military forces and military planning in the cou ntry’s

ZHVWHUQ SDUW RQ WKH DVVXPSWLRQ WKDW D ZI
close to or in the post-Soviet space cannot be rule d out.

However, it is highly unlikely that Russia would de liberately
WDNH VWHSY WKDW ZRXOG KROG DRIAIKFWLVN RI
ZLWK 1$72

Russia has an interest in maintaining the political dialogue

ZLWK 1$72 DQG 5XVVLD ZDQWV D UHVXPSWLRQ R
PLOLWDU\ FRQWDFWYV ZLWK 1$72 1$72 WHUPLQD\
contacts in 2014 in reaction to Russia’s annexation of

Crimea and Russia’s support to the separatists in s outh-

eastern Ukraine.

5XVVLD OLNHO\ VHHVY FRQ¢;¢GHQFH EXLOGLQJ DQG
SUHYHQWLRQ PHDVXUHV ZLWK 1$72 DVWWR/HIXO L(

prevent situations in which military activities, in particular
naval and air activities, might cause escalation of minor
incioents. Russia is also trying to exploiting diver ging

YLHZYV DPRQJ 1$72 PHPEHU VWDWHY RQ KRZ WR K
alliance’s policy towards Russia.

+RZHYHU LW LV D FKDOOHQJH IRUPDSWXIMR HVWLEL
YQGHUVWDQGLQJ ZLWK 5XVVLD DERXW HIIHFWLY
EXLOGLQJ DQG FRQALFW SUHYHQWLRQ PHDVXUH"
5XVVLDYV GLVWUXVW RI 1$72 DQG 5MKWMRLDYV XQZ
engage in deep and extensive transparency in militar y
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issues. Russia thus regularly evades the principles of GLVFRUG DQG FRQALFWV LQ WKH :HVWLGIVVLD
the Vienna document under which the OSCE countries, political disputes in Western countries and in the Wes tern
including Russia, have committed to transparency in countries’ organizations for cooperation. In Europe, Russia
connection with larger military exercises. is disseminating carefully controlled information with the
intention to fuel support for political movements whi ch,
Russia unwilling to exchange major concessions for different reasons, are critical of Russia’s main strategic
for easement of Western sanctions RSSRQHQWYVY WKH 8QLWHG 6WDWHYVY 1%$72 DQG W
Russia’s economic prospects are becoming more critic al attempt to appeal to right-wing sympathizers, Russia is
as a result of the combined impact of the relativel y low focusing on themes such as migration and the EU, while
oil prices and the sanctions introduced by the EU a nd, in FULWLFLVP RI WKH 8QLWHG 6WDWHYVY DQG 1$72 L
particular, the United States against parts of the R ussian to appeal to left-winger sympathizers. It is Russia’s overall
HFRQRP\ 1HYHUWKHOHVV LW LV KXVKDD XQQO\NHDQ WIKFDQVVBR ZHDNHQ WKH DELOLW\ RI 1$72 D
make major political concessions to the EU and the United conduct a coherent policy towards Russia.
6WDWHV RU FKDQJH LWV IRUHLJQ SRDQW\OEHIDYLRXU VLJIQL¢
order to get the sanctions eased or lifted. Russia has a number of tactical advantages in forei gn
and security policy which Russia may convert into r elative
Russia is portraying China as an alternative coopera tion strategic strength vis-a-vis the West. Russia’s lea dership
partner in its efforts to neutralize the effects of Western is thus able to make quick and risky decisions due toa
sanctions. Even though the Western sanctions have top-down and closed political decision-making proce Ss.
underscored the need for Russia to strengthen its In addition, Russia’s leadership can take decisions in
cooperation with non-Western trade partners, itis | ess foreign and security policy without the interferenc e of an
likely that the Western sanctions as such have had a LQAXHQWLDO SXEOLF RSLQLRQ D@RHEXVYRWIV O
decisive effect on the closer Russian-Chinese coope ration. have to accommodate the views and interests of alli ed
nations.
Russia is launching national initiatives in order to reduce
the impact of the US and EU sanctions on Russia’s Russia considers multifaceted cooperation with other
economy. Russia has likely reached the conclusion th at the states, bilaterally as well as in the framework of
US sanctions will remain in the long-term. Instead, R ussia international organizations, as an important instru ment
will give priority to undermining the consensus among in its foreign policy. However, Russia does not see such
the EU countries on the sanctions. Russia likely vie ws cooperation as an end in itself but sees it as one of many
the Parliamentary Assembly of the Council of Europe’ S instruments to assert its great power status. Russi a’s
acceptance of the country’s return to the Assembly a S FRQGXFW RI LWV IRUHLJQ SROLF\HQYFWEXBA VWUR
a sign that the EU countries’ solidarity against Ru ssiais its perception of international politics as a power struggle
fragile. between great powers.
Russia’s foreign pollcy Thus, Russia does not refrain from using offensive
instru ments instruments in its foreign policy that Western decis ion-
makers are reluctant or unwilling to use. In additio nto
Russia’s closed decision-making processes give military instruments, such instruments include cybe r
Russia tactical advantages, which Russia may RSHUDWLRQV LQAXHQFH RSHUDWLRQYHIFE RIIH
convert into relative strategic strength vis-a-vis the operations. Russia has demonstrated its ability to employ
West. Russia uses diplomacy and cooperation in its these instruments in a coordinated way against well-
foreign policy combined with offensive instruments GH¢{QHG WDUJHWYV DQG 5XVVLD KDWMVMOQBVR SURYl
that Western countries are reluctant to use. This ma y to attempt to conceal and deny its involvement in su ch
contribute to uncertainty about Russia’s political activities.

course and intentions and thus make it complicated
IRU :HVWHUQ FRXQWULHYVY WR QG HIIHFWL YRussidoftenRigeY diplomacy and political and economic
cooperation in combination with offensive instruments.

This may contribute to uncertainty about Russia’s po litical
Russia is working to increase its strategic clout and course and intentions and thus make it complicated for
latitude by exploiting signs of weakness and internal "HVWHUQ FRXQWULHV WR ¢QG HIIHFWLYH UHVSR:
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Russian armed forces are the essential instrument
in Russia’s foreign policy
Russia sees its armed forces as the most important

instrument to secure its existence and sovereignty and

as the means to establish itself as a global great power.
Consequently, defence spending will continue to be given

a high priority. Since 2017, Russian defence spendin g has
been at a high and stable level. However, Russia’s relatively
weak economic foundation forces it to carefully prior itize its
defence spending.

Russia will continue to prioritize the development o fits
strategic nuclear forces. Should Russia become the t arget of
a nuclear attack, the role of the strategic nuclear weapons

is strategic retaliation and destruction of the adv ersary, in
particular the United States. Russia perceives the m issile

GHIHQFH VA\VWHPV RI WKH 8QLWHG 6WDWHYV

potential threat to its ability to retaliate a US n uclear attack.

Russia also regards its strategic nuclear weapons as
the best means to compensate for its weak economic

foundation in its claim to great power status vis-a -vis the
United States, other Western countries and China. Rus sia
thus possesses a wide palette of nuclear capabiliti es
ranging from intercontinental ballistic missiles to nuclear

artillery shells.

To Russia, export of modern weapons systems is also

an important instrument for establishing cooperativ e
relations with countries that are useful for Russia’ s strategic
objectives.

Russia lacks the economic and technological resources to
enter into a general and broad arms race with the We st.
Instead, Russia is focusing strongly on developing m ilitary
technological capabilities within a few prioritized areas,
which are highly likely chosen based on where Russia can
obtain the maximum effect and best relative advanta gein

relation to the West.

Russia sees a potential in exploiting the increasing
dependence Western military forces have on network-

based information exchange and satellite navigation. As a
BeQuUB, RusSi2 fdauseB massively on the use of elec tronic
warfare both for active jamming — that is, interrup tion of
radio signals — and passive intelligence collection. Russia

KDV H[SHULPHQWHG ZLWK WKH XVHQFRHDUWWL¢FLD
autonomous systems for electronic warfare in Ukraine and

Syria, and Russia will likely continue to prioritize the use of
DUWL;{FLDO LQWHOOLJHQFH DQG BRERWLFV IRU

Russia also prioritizes long-range missile technolog y as
a response to the West’s general air and sea superi ority,
likely on the assumption that it will obtain greater relative

5XVVLD DOVR ¢(¢QGV LW LPSRUWDQW. WWR FHHDEORED\W SRYWWEQ UHLQIRUFLQJ LW@HHHW RI VP

power status through strategic force projection over long
distances. Key assets to this end include strategic bombers
and naval units, including submarines armed with ad vanced
long-range cruise missiles.

Russia’s military intervention in Syria shows its w illingness
and its capability to deploy and maintain military forces in

corvettes and long-range missile submarines than it would

through larger warships that are highly vulnerable to

attacks from US aircraft carriers on the open sea. S imilarly,
the expansion of both the strategic and tactical air defence
capabilities is prioritized above the continued deve lopment

DQG SURGXFWLRQ RI WKH 68 CIKWIBHWLWRWD I
to the West'’s high-tech 5th generation F-35 Joint Str ike

D FRQALFW DUHD IDU IURP 5XVVLDQ ERIGGH FidhRMakciDQ H[WHQG

number of years. Russia also deploys military advis ers,
special operations forces, paramilitary forces and pr ivate
security companies in support of regimes and other actors
that can be used to achieve Russia’s strategic objec tives.

Russia focuses on development of high-tech

weapons

Drawing on its technological competencies, Russia also

gives very high priority to the development of weapon S
technology which, in certain areas, is more advanced than
Western technologies and operational weapons systems.

This is especially apparent within missile technolog y but

Russia has also launched a long-term plan for the
development of new strategic weapons systems, which

include hypersonic glide vehicles and a nuclear-pow ered
cruise missile. The development of these systems shou Id
highly likely be seen as a direct strategic response to the
United States’ continued development of ballistic mi ssile
defence.

Finally, Russia has allocated major resources to mainta in
and expand its capacity for deep-sea investigations and
operations. The Russian Ministry of Defence has acce Ss

DOVR ZLWKLQ HOHFWURQLF ZDUIDWKH PRV W H ® Yiuclearzpavedlsgectal submarines and research

Russia’s efforts are focused on improving its abilit y to
GHIHDW D KLJK WHFK DGYHUVDU\
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RI VWDWHY 5XVVLD DOVR KDV D VWDDVH R ZIfpdadzagtingsiatieR that arg hadrecessarily false but

research vessels, some of which have deep-sea resea rch at least biased and taken out of context.

capabilities that are comparable to those of the mili tary

vessels. ,QAXHQFH RSHUDWLRQV VWLOO D WKUHDW WR
The June 2019 parliamentary election in Denmark was not

,QAXHQFH RSHUDWLRQV DUH D NH\ LQVW UKIPMH@WDLXHOO SUHSDUHG DQG FRRUGE®DWHG 5X

Russia’s foreign policy operation. Russia likely assessed that any potential gains

Russia perceives the global information space as an from such a campaign were not worth the associated risks

LOWHUQDWLRQDO EDWWOH JURXQG ,QAXHQdatc®®SHUDWLRQV KDYH
become a key foreign policy instrument, especially

IROORZLQJ WKH 8NUDLQH FULVLV ,QAXH QF HRuRsaHhasDeapbiiri€n\o thé)\Western public’s increasin g

most notably used to stimulate the political develop ment DZDUHQHVV RI WKH 5XVVLDQ LQAXHQWAMVRGHUDW

in Europe, towards weakening the coherence of Europ ean LWV FDPSDLJQV &RQVHTXHQWO\ YRWHU LQAXHC

and transatlantic cooperation. QHFHVVDULO\ FRQ¢QHG WR VSHFWDFXODU RSHU
election campaigns; rather, it is a continuous proce ss

The purpose of the operations is to create better condi tions that takes place over an extended period of time and

IRU 5XVVLDYV IRUHLJQ SROLF\ E\ L QDANXIHIIF L GelwéeH &dctidnRanRigns. Russia has thus, for ye ars,

processes abroad and undermining the ability of, in conducted extensive information operations in a number

SDUWLFXODU WKH 8QLWHG 6WDWHR QW KR W &f BEQdsuities2fovirRtaRce via social media, pos sibly

a coherent policy towards Russia, not least in coun tries in contributing to the mobilization of voters, in particu lar on

Russia’s vicinity but also globally. the outer ends of the political spectrum.

JRU VHYHUDO \HDUV 5XVVLD KDV FRQGXF W HGringGha M&y QA SEuropean Parliament elections,

RSHUDWLRQV LQ VXSSRUW RI (8 DQG®\M$72 vwamdrBhahsiVe Bislav tampaigns were thus observed o n
and actors across the political spectrum. Russia is also social media, which had lasted for years, with the R ussian
trying to undermine the credibility of Western poli ticians, accounts mirroring local accounts and communicating in
authorities and opinion-makers and to instigate doubt in local languages. The campaigns supported messages t hat
the Western public about the credibility of scientists and ZHUH FULWLFDO RI LPPLJUDWLRQ WHKHHRQDPOQG 14
opinion-makers who are critical of Russia. disseminating ordinary conspiracy theories as well.
However, the European Parliament elections were fre e
5XVVLDQ LQAXHQFH RSHUDWLRQV DUH'NFRBQ & L Q\IKW HIBWEN MPKSHW ¥XDW 5XVVLDQ YRWEHUQLQAXHQF
leadership in concert with the Russian intelligence ser vices. connection with the US and French presidential elec tions
5XVVLDQ LQAXHQFH RSHUDWLRQV FRWIWWRQXGh 2018 ahQIOT XeSpdctively,vBen information from
media, hackers, conferences, social media and so-calle d campaign staffs was hacked and leaked.
troll factories, where employees are tasked with runn ing a
YDVW QXPEHU RI IDNH RQOLQH DFF R >R®W VD Ulksstill (xélyithcDrenatkRnay become the targ etofa
continuously optimized, the better to disguise their Russian 5XVVLDQ LQAXHQFH RSHUDWLRQ ZLWKQOLWWOH F
origin and Russia’s involvement, and advanced techno logy 5XVVLD KDV FRQGXFWHG LQAXHQFHDRBHUDWI|
is developed to generate fake content and to bypass PHGLD LQ 1RUGLF FRXQWULHYV LQ 1RWDGLF ODQJX
methods designed to track false accounts. KLJKO\ OLNHO\ KDV WKH FDSDFLWQWRHIRFKY DQC
operations against Denmark to target political issu es that
Russia also uses targeted personal contacts to decisi on- will resonate with the Danish public such as immigrati on
makers and opinion-makers in the EU. Russia has also in and Denmark’s relationship with the EU. Russia also
VRPH FDVHV VXSSRUWHG LWV FRQWDFWYV ¢ @ihhedsROADG-ter@ efforts to build up a capacit yto
public disclosures have shown that politicians in so me LQAXHQFH SROLWLFDO GHFLVLRQ PRMOLOILEBCRQ
European countries have been willing to accept Russ ian sphere, including in Denmark.
donations.

5XVVLDQ FRQWUROOHG PHGLD DOVR FRYHU (8 1%$72 DQG
immigration issues with a one-sided editorial line,
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Russia and the post—Soviet the September prisoner exchange, all in 2019, sees
Space opportunities for an improved dialogue with Ukraine 's
leadership. However, Russia will continue to stick to
5XVVLD ZDQWYV VSKHUHV RI LQAXHQFH LQ W ksHurgl@meémal @dsividnkl iWthe negotiation process in
space to strengthen its regional security. Russia’s RUGHU WR SUHYHQW 8NUDLQHYV PHPBHUVKLS RI
military capability for offensive operations has be en Consequently, Russia will also continue its support for the
strongly enhanced in this area, and Russia will like ly separatists in south-eastern Ukraine.

LQFUHDVH LWV XVH RI LQAXHQFH RSHUDWLRQV DJDLQVW WKH
countries in the region.

The Baltic Sea region

Russia will continue to give top priority to securin gits The Baltic Sea region is still characterized by the

GRPLQDQW LQAXHQFH RQ WKH IRUHLJJQ) D Q Gtensionxhgtwaeh I$/ O arld Russia. Russia will

the countries in the post-Soviet space, not least i n Ukraine, likely attempt to improve its relations with Denmark ,

Belarus and Moldova, which Russia regards as part o fits but conditions for cooperation between Russia and

own historic and cultural identity. '"HQPDUN ZLOO FRQWLQXH WR EH GLI{FXDW 5XV)
deliberately take military steps that include a high

Russia will likely put greater emphasis on the use of ULVN RI PLOLWDU\ FRQALFW ZLWK 1$72 6WLOO !

LQAXHQFH RSHUDWLRQV LQ LWV SRWILHY W® ZIbsddxiecivibi-mhakii)p@assses and deep-seated

the post-Soviet space. However, Russia will likely also use distrust of NATO carry a risk of unintended escalat ion

other means to prevent Ukraine, Belarus and Moldova from between Russia and the West.

MRLQLQJ 1$72 DQG WKH (8

5XVVLD ZDQWYV VSKHUHV RI LQAXHQFH@ QG Vhe Bxtid S¥ repRiQistcWaracterized by the tensio ns
the post-Soviet to provide strategic depth for the d efence EHWZHHQ 1$72 DQG 5XVVLD 5XVVLD X® GHHSO\ C
Rl 5XVVLD LQ FDVH RI D PLOLWDU\5KRQADFWRILVSR 21997 DFWLYLWLHY LQ WKH %DE8WNW GRHD UHJ
military build-up has given Russia an improved capab ility 1$7291V HQKDQFHG )RUZDUG 3UHVHQFH H)3 LQ W
WR FRQGXFW D FRQYHQWLRQDO ZDU ZLWK 1$/20DVILGF KRX@WVRHY DQG 3RODQG ¥XVVLD SHUF
strengthened Russia’s capabilities for offensive oper ations presence as military preparations against Russia. R ussia is
against its neighbouring countries in the post-Sovi et space, also deeply concerned of Sweden’s and Finland’s mili tary
not least against Ukraine. Close to Ukraine’s borde rs, FRRSHUDWLRQ ZLWK 1$72
5XVVLD KDV FRQFHQWUDWHG D VLIQQ EFMDQW IRUFH ZKLFK FD
deployed at very short notice. Though Russia still regards Estonia, Latvia and Lit huania

DV SDUW RI LWV VSKHUH Rl LQAXH@FH WKHLU 19
For Russia, Ukraine is the most important country in the memberships make it impossible for Russia to regain

SRVW 6RYLHW VSDFH 5XVVLD EHOLHYH B WK D\Q ADSARPHDRG WKH FRXQWULHVY IRUFLIQ DQG VF
UHODWLRQV ZLWK 8NUDLQH UHAHF®Q BXVNVQ /HOYWIRWQKWMBR WD NFHXVVLD LV VWLOCHDWVMRWHPSWLQ.

strategic position. In addition, Russia regards the Western of the countries’ decision-makers and Russian-speaki ng
countries’ demands to Ukraine for extensive reforms asa minorities to promote Russian interests. In addition, Rus sia
threat to Russia’s own political institutions and tr aditions. will likely seek new opportunities to weaken the th ree

FRXQWULHVY WLHV WR 1%$72 DQG WKH (8
Itis less likely that Russia currently has an inter estin
HVFDODWLQJ WKH FRQALFW DQG V VO UWW UQ JRBIfIOHY betiveevi R¥ssiaPand Denmark will
FRQALFW ZLWK 8NUDLQH 6WLOO WEKHQWRYHREHPDLQ GQFEFXOW

LQ ZKLFK 5XVVLD ¢UHG XSRQ DQG FD®%W XU HRus3is'¢JrBlatiQnistipQuith Denmark is affected by t he
vessels in the Kerch Strait shows that Russia is wi lling to WHQVLRQV EHWZHHQ 5XVVLD DQG 1%$72 LQ WKH %
use military force to enforce its de facto control of the Region. Furthermore, Russia is distrustful of Denmar k's
Crimea Peninsula and the entry to the Sea of Azov. foreign and security policy. Russia regards Denmark’ s
strong backing for the EU sanctions and Denmark’s f orce
It is likely that Russia following the Ukrainian pr esidential contribution to the eFP in Estonia as an expression of
election in April, the June parliamentary election and its confrontational course towards Russia. The bilate ral
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relations are also affected by Russia’s view of Denm ark as
a small state that supports the US strategic interes ts, in

particular in the Baltic Sea region.

would likely be the most important element in Russi a’s
strategic deliberations.

There is a risk that Russia would perceive a lack o fresolve

JRU \HDUV 5XVVLDTV SODQ WR FRQVWUXFW WMKXG WRHBG @WHIHDIPN\ WR VHFXUH 2M[KK'H FUHGLELC

2 gas pipeline in the Baltic Sea has complicated the

bilateral relations between Russia and Denmark. Wit h the
administrative decision by the Danish Energy Agency to
allow the construction of the gas pipeline in Denma rk’s
exclusive economic zone, a major obstacle in the Rus sian-

Danish relations has likely been eliminated.

Russia’s interests in Denmark also include trade and

collective defence commitment as signs of weakness
that Russia would be able to exploit in order to in tensify
a political and military pressure on the Baltic coun tries.

However, it is highly unlikely that Russia would de liberately
take military initiatives against the Baltic countr ies or other
countries in Denmark’s vicinity that would, in Russ ia’s view,

HQWDLO D KLJK ULVN RI GLUHFWIJDII.@]_ZNWK!DWRQA
stands united.

investments. Also, Russia likely sees an improved d ialogue
with Denmark as an instrument to keep relations wit h Still, as a result of its closed decision-making pro cesses
Denmark on a cooperative track in Arctic issues. Ru ssia will DQG GHHS VHDWHG GLVWUXVW RI K$0W WKHUH L
thus continue to have an interest in pragmatic cooper ation Russia in the event of an escalating crisis might b e inclined
with Denmark, though the conditions for the cooperati on WR PLVLQWHUSUHW 1$729V LQWHQWLIRQMVMRRYG PL
ZLOO EH GLI¢FXOW in the Baltic Sea region. This might raise the risk of an
accidental escalation between Russia and the West.
Russia will continue its military build-up in the
region Russia will continue to use military activities for
The objectives of Russia’s military dispositions in the Baltic strategic messaging
Sea region are defending the Kaliningrad region, sec uring Russia’s combat aircraft regularly conduct intercepti on
OLQHV RI FRPPXQLFDWLRQ DQG WKH DIBEL O L Vend véddnRas ane elop&vatibsin the central part of the
freedom of movement in the central part of the Balti c Sea. Baltic Sea against Western military aircraft and ves sels.
Most activities are relatively low-key and routine, focusing
,Q UHFHQW \HDUV 5XVVLD KDV FDUW IPH® IRXBAHDr¥illah€elapd-imeligence collection against Western
build-up in the western part of the country and in t he capabilities.
Kaliningrad region, a build-up that includes deployme nt
of additional ground forces and new tanks and artil lery Occasionally, though, Russia also conducts activitie s that
systems. The Russian Baltic Fleet is also being rein forced, FDQ KDYH DQ DJJUHVVLYH FKDUDFWHURWUXFK DV
including the addition of smaller missile corvettes ar med simulated attacks against Western vessels and aircra ft.
with long-range Kalibr cruise missiles. The purpose of such activities is likely to signal d isapproval
of Western military dispositions and, more generally, to
Russia’s military build-up is aimed at retaining and project military strength in Russia’s neighbouring region.
expanding its local military superiority and likely also Still, Russia will likely continue to be careful no tto let such

DW GHWHUULQJ 1$72 IURP IXUWKHUUMQFUHDWLQRW WY IFR@DWB '"HQPDUNYTV DLUVSDFH DQG WH

presence in the Baltic countries and Poland. In the event of
a crisis, Russia could quickly assemble a superior gr ound
force at its border with the Baltic countries. At t he same
time, Russia’s long-range missile systems would make

LW GLI(FXOW IRU 1$72 WR UHLQIRWAH VWKH %DOWLF FRXQWU

a serious crisis situation in the Baltic Sea region, Russia
could to the widest possible extent use these forces inan

DWWHPSW WR XQGHUPLQH 1$72TV DEQOHWWMWRHKRQRXU LWV FR

defence commitment.

In the event of a crisis in the Baltic Sea region, Russia’s

DVVHVVPHQW RI 1$72V FRKHVLRQ DQA@HVROYH LQFOXGLQJ

particular, the cohesion of the transatlantic relat ionship,
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&KLQDYTV 3UHVLGHQW ;L -LQSLQJ VEHRRY RW7WHK H ISHRYE BHOW DQG 5RDG )RUKIP RIPFR@SUALKMOW DQG 5RDG )RUXP ZDV DW
by numerous world leaders.

CHINA

&KLQD FRQWLQXHV WR LQFUHDVH LWV REW FUKQULRXUIR QDFONLF AXIHQYROYHPHQW

in existing international institutions, formation o f new bilateral partnerships,

multilateral cooperation forums and global economic initiatives. China’s economic
DJUHHPHQWY DQG LQYHVWPHQWY DEURDG\JW¥ AFRWY RPHLIF FRXORPDWLF
and strategic interests. The United States perceive s China as its main strategic rival

and is increasingly seeking to hamper China’s devel opment. China is modernizing

its military and will continue to assert its territ orial claims in the South China Sea.

China is expanding cooperation with Russia, but mutu al bilateral scepticism persists.

Under Xi Jinping’s leadership, China has stepped for ward At the same time, President Xi Jinping has further

as an active and global player determined to have more centralized the power in the Communist Party around
LQAXHQFH RQ UHJLRQDO DQG JOREDO DIIDL hirdself @dhR Blbsssnat\Esors. The leadership is
Chinese media, the country’s new role is linked to Xi Jinping growing less tolerant of national and international

and his political leadership. China’s long-term str ategic interpretations of China’s political development th at
objectives are centred both on addressing the count ry's differ from those of the Party. The centralization of
domestic challenges and needs as well as increasing power within China’s Communist Party also manifests
&KLQDYV UROH DQG LQAXHQFH LQWHUQDW L RpIbadal hdministrative levels within the poli tical system,
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party units in Chinese companies, in the educationa
system, and in Chinese media.

China’s 2049 objectives

In various respects, China is becoming increasingly

. . . It is China’s declared long-term ambition that by 2 049
repressive, focusing on enhanced use of high-tech an d i )
. . . . . . — the centenary of the founding of the People’s Rep ublic
digital solutions for surveillance, information coll ection - o - S N
. . . . (0] Ina — the country will Increase Its national s ren
and control of the population. The leadership has, i n this v .

DQG LQWHUQDWLRQDO LQAXHQFH D@G H

UHJDUG LQWURGXFHG DXWRPDWLF IDWLR®
global leader.

intelligence systems, particularly in the Xinjiang r egion in

north-western China, where high-tech solutions have b een

implemented as a tool to monitor and control the religio us By 2025, China’s ambition is to have established a
practices of the Muslim Uighur minority and to limi t their modern, prosperous society governed by a strong

freedom to travel. party and an effective state administration. At the
same time, China aims to establish a group of globa
6LQFH WKH IRUPDWLRQ RI WKH 1DWLIRQRDO 6

2013, China has introduced a series of reforms of t he

competitive multinational high-tech companies.

By 2035, China aims to strengthen the country’s

country’s national security legislation, among othe r things . ) i ) :
. i X international clout and the Chinese industrial sect
a number of amendments to existing legislation as we Il . . .
i K X i ) i . in an effort to ensure that Chinese companies
as new Chinese national security legislation. This includes

EHFRPH LOQWHUQDWLRQDO PDUNHW OHD

updated statutes pertaining to China’s Counter-Espiona ge . : ) e
innovation and high-technology within a number of

/IDZ &KLQDYV 1DWLRQDO 6HFXULMD\D/D/Z
Counter-Terrorism Law (2016), China’s Cyber Security

/IDZ DQG &KLQDYV 1DWLRQDO ,QWHOOL
&KLQDYV 1DWLRQDO ,QWHOOLJHQFHQ@BYHKD
intelligence services’ option to instruct private compani es,

prioritized sectors.

In the course of 15 years — from 2035 to 2049 —
China aims to achieve a leading role when it comes
to political, technological and cultural matters.

organizations or individuals to disclose information relating
to China’s national security. These long-term objectives will shape China’s politi
priorities and development strategy in the coming

However, overall, China is also facing a series of decades.
challenges, especially when it comes to domestic
economic issues. These include a growing debt burden,
excess capacity, low productivity in sectors dominate d
by state-owned companies, a rapidly growing elderly
population as well as severe environmental challenges LAt
the same time, China is also transitioning to an econom y
driven by domestic consumption rather than exports an d The crisis in Hong Kong is a challenge to the Beijin g
investments. leadership. The reasons why the situation escalated

the way it did are diverse and complex. The popular
Expansion of China’s working-age population has long dissatisfaction that led to the protests was trigger ed
been a powerful engine of China’s economy. However, not only by the tense relations between Hong Kong an d
this trend is currently changing as the country’s r atio of mainland China, but also by internal affairs in Hong K ong.
working-age population to the elderly has begun to shr ink.
This demographic trend is a challenge to the economy , As a special administrative region, Hong Kong remain S
enhancing the need for increased productivity and important to China and Chinese companies operating
transition to higher value-added production. globally. However, Hong Kong’s economic relevance to

China is no longer as evident as was the case when Hong
The transition of the Chinese economy is a major ch allenge Kong was handed over from British to Chinese rule i n 1997.
to China, as continuous economic growth is one of th e It is likely that the Chinese government has adopted a wait-
cornerstones of the ruling Communist Party’s continu ed and-see attitude in the hope that the protests will slowly
legitimacy. subside and that the government will exercise prude nce
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&KLQD EROVWHUV LWV JOREDO UROH D Q Gmaiedk XhklfQnBdmental control of the market econ omy,

China continues its development to become a more

LQAXHQWLDO SOD\HU LQWHUQDWLREBROW K Haid Qebtral AsiaNrvpaniculay. @hina’s developmen

LWV HFRQRPLF DQG SROLWLFDO LQSXHQFH [ERrnmotel@Ran bpp@tuinidy@or modernization that

regionally through both bilateral and multilateral
cooperation projects and agreements.

In recent years, China has been a major contributor t o the
build-up of new international institutions, promoting t hem
as a supplement to existing global forums, including the
Asian Infrastructure and Investment Bank, the Shang hai
Cooperation Organization and China’s bilateral coope ration
with 17 Central and Eastern European countries, the SO-

called 17+1 cooperation initiative.

&KLQD KDV DOVR EHHQ DEOH WR LQRARE R F HRWitkKiia féw ydaiR,@ DUbnbir of Chinese high-tech
VWUXFWXUHV LQ $VLD WKH 3DFL¢F DNJLRQ chnipénig¢stidve Sudcegdrdsin establishing globally

China’s Belt and Road Initiative (BRI) has to a lar ge degree
helped advance China’s regional and global involvem ent.
The BRI has developed into an all-encompassing globa |
project that has spread beyond China’s neighbouring

regions to a number of countries in Africa, South A merica
and Europe as well as the Arctic. China aims to imp rove
ties between China and the rest of Asia, Africa and Europe
through infrastructure investments and increased tr ade.
The BRI draws heavily on China’s investment capital and
the excess capacity of Chinese state-owned and priv ate
companies to strengthen relations between China and the
other BRI member countries.

In addition to serving as a platform for boosting

commercial and trade relations between China and th e
countries participating in the BRI, the BRI also ha s amore
long-term strategic objective. By linking an increasi ng
number of countries to the BRI project, China is ma king
efforts to garner support for its regional and globa |
economic and strategic priorities. China often takes th e
initiative to design the bilateral cooperation agree ments
and projects agreed upon within the framework of th e
BRI, while the responsibility for funding the projec ts, as

a general rule, rests with the respective BRI membe rs
themselves. In recent years, the BRI has expanded, and
an increasing number of countries are actively choo sing to

become part of the BRI.

China has taken active steps to promote the country’s
development model to other countries, presenting it as

an alternative to, in particular, the Western, liber al, market-
based development model. The promotion of China’s

economic development model, in which state and party

is aimed at developing countries in Africa, South Ea st Asia
t model

will allow countries to successfully implement econ omic

reforms and development measures without having to

fundamentally reform their political systems.

China’s increasing engagement with other countries is also

taking place within the technological domain. An incr easing

number of countries regard Chinese entities as attr active

cooperation partners. Also, numerous countries are | ooking

to adopt Chinese surveillance technology as a tool t 0

monitor their own citizens.

competitive companies. Investments in research and

development have, for example, secured Chinese

companies a leading position on the international ma rket

LQ WKH ¢HOG RI * ZKLOH DOVR DHOWUWBPWLQJ JC

The technological and security challenges of 5G and

Chinese technology have so far been handled differen tly
and not coordinated by the individual European count ries.
In that connection, focus is on issues such as the C hinese
intelligence legislation from 2017 and the risk that Chinese
intelligence services, under certain circumstances, could
be authorized to order Chinese companies to disclos e
information.

China continues its targeted investment approach
Chinese economic agreements and investments abroad

UHAHFW RYHUODSSLQJ HFRQRPLF GESORPDWLF

initiatives that strengthen the country’s foreign p olicy and
improve the global competitiveness of Chinese compan ies.
China’s strategic development plan "Made in China 202 5"
continues to focus on acquiring and developing adva nced
technologies. Today, China’s largest tech giants are key
players in the international market and main competit ors
to US and European companies. In an effort to furthe r
promote this development, China is increasingly focus ing
its foreign investments on acquiring foreign techno logy in
an effort to strengthen the country’s domestic econo mic
development.

Some of the means to achieve the objectives outline din
"Made in China 2025" in combination with China’s 204 9
strategic objectives include economic agreements, fo cused
direct investments in foreign high-tech industries a nd start-
ups, joint venture agreements and equity investment S.
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China is already launching such initiatives in Euro
1RUWK $PHULFD

pe and

China’s development is met with scepticism and

opposition from the United States

Based on the United States’ 2017 national security

strategy, the US administration has adopted a hard and

critical stance against China. In the United States, there
is a tendency to view Chinese conduct and activity f rom a
strategic and security-related perspective and as par t of
the narrative that China has an underlying latent s trategy.
The United States’ criticism is centred on what is pe rceived
as China’s illegal conduct within the areas of trad e,
intellectual property rights, technology transfer and

DWWHPSWV WR H[HUFLVH SROLWLFDO LQAXaf@ikb actively improve its relations with the ¢

The US administration increasingly regards US-Chine se
relations as a zero-sum game, one in which China’s g rowing

LQAXHQFH LQ WKH LOQOWHUQDWLRQBWLDUHD

comes at the expense of the US and thus impairs the role
DQG LQAXHQFH RI WKH 8QLWHG 6WDWHYV

The United States seeks to garner support, directly a nd
indirectly, for its increasingly critical view of C hina among

its allies and other nations.

The tensions in the bilateral relationship between the

term, unless the other countries expand their milita ry
modernization programmes. The building of aircraft carriers,
larger amphibious carriers, cruisers and expansion of the
marine infantry will enable China to project global military

power that will only be exceeded by the United State sin
the long term.

The South China Sea will remain among China’s top f oreign
policy priorities, and China will increase its pres ence and
exercise of authority in the South China Sea. China will
likely continue the build-up of military installations on the

DUWL:{FLDO LVODQGY RQ WKH 6RXWWKH&IQULR D Fé-H D

8QLWHG 6WDWHY DQG &KLQD UHAHFWLRQVRK®JIJRLQJ WUDQVLWLRQ

power balance between the two countries — particula rly in
Asia. China’s ambition to play a greater role, particu larly

in the Asian region, has been met with scepticism a nd
resistance from the United States, which appears unw illing

WR DFFHSW &KLQDTV LQFUHDVLQJSRRGIKW DV

China is modernizing its military and asserts its
territorial claims in the South China Sea

China is modernizing its entire military, including the
navy, army and air force, as well as the military cy ber
capabilities. Even though China is improving its gl obal
military operational capabilities, upholding the po wer
EDODQFH LQ WKH ZHVWHUQ 3DFL¢F RBILRQ
priority.

The expansion and modernization of the Chinese navy, in
particular, mean that the Chinese navy today is equ ipped
with more modern and upgraded units compared to the

navies of the United States, Japan, South Korea and

Taiwan. As a result, these expansion efforts togethe r with
an overall modernization of China’s military will t ip the
power balance in China’s favour in the long to very long
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the coast guard and military control of waters in t he
contested areas. China is simultaneously using diplo matic
initiatives, increased economic cooperation and inves tment
ountries
in the region. However, despite these initiatives, C hina will
continue to assert its territorial claims.
B/enUhauigh tkeOUdite OState® will continue to launc h
routine operations to dispute the legitimacy of the Chinese
territorial claims, these operations alone will not w orsen
US-China relations.
China’s increased exercise of authority through bot h the
Chinese Coast Guard and the military is likely root edinan
ambition to be able to control and monitor the entir e South
China Sea area in the medium to long term.
China strengthens cooperation with Russia
despite persistent mutual scepticism
China is strengthening its relations with Russia th rough
political, economic and military cooperation as well as
iBceakeg Algiin@nvaf her foreign policy views. In June
2019, China and Russia forged a strategic partnershi p
aimed at strengthening their bilateral relations. Eve n
though improvement in Russian-Chinese relations may be
used to offset political pressure by the United Sta tes, a de
facto alliance between China and Russia is highly u nlikely.

&RQALFWLQJ LQWHUHVWYVY LQ &HQWWMHOWK/H D
cause of tensions between the two countries. However, the
td-cBudri€x Wai VikdlyWedmeno the mutual unders tanding

of each other’s engagement in the region and seek to avoid
challenging their respective strategic interests.
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h 2019 cyber attack against Hydro.

THE CYBER THREAT

The very high threat of cyber attacks against Denmar
everyday reality. Cyber attacks on Danish private ¢
authorities may carry serious repercussions. Attack
or state actors are particularly threatening to Dan
types of actors launch attacks on the infrastructur
potentially undermining the trust in the ability of

k has become an
ompanies and public
s launched by criminal

ish interests. Different

e of the Internet,

traditional IT security

PHDVXUHV WR SURWHFW 'DQLVK RUJDQLNDWLRQV VXI¢(¢FLHQWO

The cyber threat is still among the most serious th reats
against Denmark and Danish interests, in particular the
threat of cyber espionage and cyber crime. Criminal

hackers and foreign states may, at worst, disturb t he
availability of critical public services, as many of these
services depend on digital systems. The physical wor Id
has become highly digitized, with attacks targeting digital

systems increasingly having an impact in the physica |
world.

Cyber attacks may have damaging consequences in the

physical world, for instance serious economic losses f or
Danish private companies or disruption in the avail ability of
critical services, such as electricity. For Danish authorities

a cyber attack can, for example, render systems inope rable
or result in the theft or destruction of sensitive or valuable
data. Destructive cyber attacks whose purpose is to harm
or destroy physical objects, data, information or s oftware
are less likely to occur but will have serious impac ton the

physical world if carried out.
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Cyber attacks have different
purposes

Cyber attacks may have grave consequences for
Denmark. Cyber espionage may affect Danish
national security and Danish competitiveness.
Cyber crime may, at worst, prevent private
companies and public authorities from delivering
critical services. Also, it is possible that Danish
private companies and public authorities could
become collateral victims of destructive cyber
attacks against targets outside of Denmark.

JRUHLJQ VWDWHV ZLWK VLJIQL¢FD QW GXEMU
cyber espionage against Denmark and pose a serious

threat to Denmark. Foreign states are actively enga ged

in systematic and continuous attempts to carry out cyb er
espionage against Danish targets. Cyber espionage m ay
enable theft of intellectual property and sensitive s trategic
or security policy information, thereby possibly af fecting
Danish national security, the Danish economy and Dan ish
competitiveness.

Foreign states’ cyber espionage attempts are particul arly
directed at the Danish Ministry of Foreign Affairs an d the
'DQLVK O0LQLVWU\ RI '"HIHQFH DQG WWHMMWLRPQ
Foreign states are particularly interested in informat ion
UHODWHG WR 1%$72 WKH (8 DQG WKRI$SVUW YW
sponsored cyber espionage directed at foreign policy and
defence policy areas will persist in the long term an d may
affect Danish interests in the short to long term. It is also a
common occurrence for foreign states to try to compromi se
other Danish public authorities.

Danish private companies also remain targets of cyb er
espionage. Some foreign countries are actively seek ing to
steal intellectual property or other types of commercial

data. Other countries have repeatedly accused China of
conducting cyber espionage campaigns against public

authorities and private companies worldwide.

We expect that foreign actors will use cyber espiona ge

DORQJ ZLWK RWKHU WRROV LQ FR QRRHFAN ERU
Foreign states use cyber espionage to map other states ’
critical infrastructure. Subsequently, this knowled
used to facilitate destructive cyber attacks in the
DQ HVFDODWLQJ FRQALFW

ge can be
event of
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Cyber capabilities of select foreign
states

Russia

5XVVLD XVHV VLIQL,FDQW UHVRXUHRHWW\R/
in the country’s neighbouring area and other areas

of strategic importance, using tools such as its cy ber
capabilities to reach its objectives. The Russian s
extensive cyber espionage and destructive cyber att ack
capabilities to support Russia’s strategic and secu rity
policy interests and military operations. Russia is still a
leading and highly active actor in the cyber realm.

tate has

China

China has sophisticated cyber capabilities which ar e used
to promote Chinese interests. Itis likely that the
reorganization of the Chinese military will facilit ate
synergy effects in the cyber capabilities of the Ch inese
military. We assess that these effects will heighte n the

level of sophistication of the Chinese military’s ¢ yber
espionage in the short term (0 — 2 years), making t hem
LQFUHDVLQJO\ GLI¢FXOW WR GHWHRW DD\Q
gathering information.

ongoing

Iran

Iran has improved its cyber attack capabilities for several
years. In addition to cyber espionage campaigns, it is
likely that Iranian hacker groups have been respons ible
for destructive cyber attacks that deleted data. Th e
destructive attacks have primarily hit targets in | ran's
neighbouring countries.

North Korea

1RUWK .RUHD KDV GHYHORSHG D VLJQ
to launch different types of cyber attacks, includi ng
destructive cyber attacks. Though South Korea has b een

WKH PDLQ WDUJHW RI VXFK DWWDFNW\ 1H
also willing and able to launch large-scale cyber a ttacks
against targets in other countries. In addition, th ere are
LQGLFDWLRQV WKDW 1RUWK .RUHD LOAN HQ
motivated cyber crime.
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Ransomware attacks
A ransomware attack is when a victim’s computer or

Danish company victim of extensive
ransomware cyber attack
data is held hostage, i.e. encrypted, rendering th In September 2019, the Danish company Demant was

data unavailable to the victim. The actor behind th hit by a ransomware attack, forcing it to shut down

attacks demands a ransom in exchange for restoring

IT systems across locations. According to Demant,
the victim's access to the data. key business processes throughout the value chain

were impacted by the incident, including distributi

production, research and development. Demant
HVYWLPDWHY WKH FROOHFWHG ¢ QDRIFGB QWD

to run up to between DKK 550 and 650 million in 201 9.

Targeted cyber attacks launched by criminals

threaten Danish organizations

Cyber criminals continue to launch cyber attacks tha t may
VHULRXVO\ GDPDJH WKH (QDQFLDO B&\WRIWL
Danish private companies and public authorities.

Global company Hydro lost NOK 650
million

On a global scale, cyber criminals increasingly lau nch
targeted ransomware attacks on public authorities and LR e S Gl o R 2 LR S i
private companies. Ransomware attacks on Danish priv ate G N R G S IO e SR TR G
companies and public authorities that are vital to th e I CI A e et L R T e U
functioning of Danish society may, at worst, disrup t their SNSRI RSP AR I A A F AL SE
operations and deliverance of vital services. There have
been examples in the United States in which local la W The attack disrupted operations and cost the compan
enforcement agencies and emergency dispatch centres t2. PLOOLRQ
have fallen victim to ransomware attacks and been f orced
WR UHYHUW WR OHVV HI{(FLHQW PDQRDWKWMWHPY WR PDLQWD
services.
States from 2015 until 2018. The SamSam attacks were
Targeted ransomware attacks are typically launched b y launched in different stages. Firstly, the actors pe netrated
organized and professional criminal hacker networks . These the victim’s network by exploiting known vulnerabili ties
attacks often happen over a longer period of time, wh ere in the servers. Then, the hackers used sophisticate d
the hackers use time to understand the network they have tools to map the victim’s network in a bid to spread the
attacked in order to subsequently hit where it affe cts the ransomware to other parts of the network. In some ca ses,
victim the most. Criminals launching targeted ransom ware the SamSam actors spent weeks mapping out the netwo rk.
attacks often select their targets based on their ex pected Hereafter, the hackers encrypted data across the netw ork
ability to pay high ransoms. Also, it is possible th at hackers DW RQFH DQG (QDOO\ SUHVHQWHG MRKH LQIHFW
who have managed to compromise a company will sell the with a ransom demand.
access to the hacked company’s network to other hacke rs,
who then launch the actual attack. Outside Denmark, organizations across multiple sector S
have fallen victim to targeted ransomware attacks,
Targeted ransomware attacks are an example of how som e including public authorities, schools and the healthc are,
cyber criminals and state actors use similar tools an d maritime and transportation sectors. Cyber criminals
techniques. Cyber criminals have been known to launch are indiscriminate and no organization is thus immu ne to
F\EHU DWWDFNV DOORZLQJ WKHP WERXW XU Q fargetd ramboBwaRe;athacks, which means that there i s no
today a growing number of cyber criminal networks ar e VSHFL¢{F YLFWLP SUR¢OH
demonstrating a higher degree of patience and persi stence.
Other types of cyber crime also continue to pose
An example of this is described in the US Department of a threat
-XVWLFHYV 1RYHPEHU LQGLFWPHQW R WDhahisibgublidauthoritids nd private companies also fal |
the so-called SamSam ransomware. SamSam was used in victim to other types of cyber crime besides ransomw are
a series of attacks that targeted a large number of critical DWWDFNV LQFOXGLQJ VR FDOOHGDQELNOXG Wk
public authorities and private companies in the United and sensitive personal information, and other types of
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extortion in which criminals claim to have gained a ccess to
compromising information about the victim.

While some attack techniques are well-known and sti Il
used actively, the threat from cyber criminals is co nstantly

changing. With new technologies come new vulnerabili ties
that hackers will try to exploit, for example when
companies and authorities launch new citizen- or cus
focused digital services.

tomer-

The threat of destructive cyber attacks against

Denmark

In the short term, it is less likely that foreign s tates will
launch destructive cyber attacks that destroy or cha nge
data and software against critical infrastructure i n
Denmark. However, the threat can change should Denm ark

Danish private companies and public authorities abroad

may become collateral victims of destructive cyber a ttacks
against targets outside of Denmark, resulting in, f or
example, power cuts or loss of network access. This is
especially the case for Danish private companies and public
authorities operating in countries such as South Ko rea,
Ukraine and Saudi Arabia, which are among the count ries
most frequently hit by destructive cyber attacks.

In December 2018, the Italian oil services company Saipem
was targeted in a destructive cyber attack, which d estroyed
data on several hundred of the company’s computers

worldwide. Saipem is a subcontractor of the state-ow ned
Saudi oil company Saudi Aramco. The attack demonstr ated
that, in addition to becoming collateral victims, ¢ ompanies

PD\ DOVR EH VLQJOHG RXW DV VSHRIHWVFLEHU DV

EH LQ D FRQALFW ZLWK FRXQWULHY FWEBW KWRRB\ REWWDWHWILY FRQALFW JRQHYV

attack capabilities.

Diplomatic and military crises result in additional

A number of countries are developing destructive cy ber cyber attacks

attack capabilities that can be used in connection with a Cyber attacks are used as a political tool, and sev eral

PLOLWDU\ RU KHLJKWHQHG SROLWLMDRI F R Qférkifrvétatesaté dé\@Ibipihg €pabilities and using ¢ yber

this capacity building process is the mapping of cri tical DWWDFNV WR LQAXHQFH RWKHU FRXDWKLHV ,Q
infrastructure, with hackers targeting companies wo rking FRQALFWYV DQG FULVHVY DEURDG IRUNQRZO@WDW!
with critical infrastructure, among others, and mon itoring WR ODXQFK GLITHUHQW W\SHV RI F\EBPHDU DWWDFN
their network in order to gain access to industrial control entail an increase in the number of cyber attacks, which

systems.

2XU GH¢QLWLRQ RI D GHVWUXFWLYH\EHEH U

attacks with very different consequences, ranging f rom
deletion of data to physical destruction. Destructiv e cyber
attacks have most often resulted in the destruction of
data which have been deleted or rendered inaccessible

by malware or tools also known as wipers. Destructi on

or manipulation of data in industrial control system s has,
in some instances, resulted in disruption of operation sor
downtime. In a single incident dating back several y ears, a
destructive cyber attack against Iran’s nuclear pro gramme

caused physical destruction outside IT systems.

Destructive cyber attacks
‘H GH¢{¢QH GHVWUXFWLYH F\EHU DWWRKDNG [
potentially result in death, personal injury, prope rty

damage, or destruction or manipulation of informati on,
GDWD RU VRIWZDUH UHQGHULQJ WKHWP X
extensive restoration is undertaken.
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again may also affect Danish interests.
SWWRDANFVREMUWZHHQ RWKHU VWDWHY PD\ IRU L(
increase cyber espionage attempts against Danish public

authorities, as foreign states will often try to focus their

efforts to gather information on an adversary or its allies

LQ FRQQHFWLRQ ZLWK WKH FRQALFWDOI®LVK LQ
be affected by destructive cyber attacks targeting D anish
FRPSDQLHVY WKDW DUH JHRJUDSKLFD®R@M\HYRFDWF
RU WKDW DUH DI{OLDWHG ZLWK FRMHSODHQLHV RSH
areas.

Some foreign states will also continue to use cyber attack

allegations as a strategy in connection with crises. Such

allegations may potentially lead to a growing sense of

uncertainty among the public and decision-makers alike ,as

LW PD\ SURYH GLI¢FXOW WR FRQ¢UR PW®BHBDEWNW K
took place as well as identify the actual effect of the attack.

The impact of crises on the digital world was evide nced

by the surge in cyber attacks against US companies a nd
critical infrastructure generated by the increased te nsion
between the United States and Iran in the spring of 2019.
The situation also prompted the US president to publicly
announce that the United States had launched a cyber



attack against targets in Iran in response to Iran’
of a US drone.

s downing

Attack techniques

Cyber attacks against suppliers and via critical

Internet infrastructure pose a threat to Danish

private companies and public authorities. The publi c
proliferation and theft of cyber attack tools may

cause a sudden rise in the threat from certain acto rs
or attack techniques. Cyber attacks remain a popular

tool among different types of actors, as hackers

can easily conceal their identity and thus avoid

sanctions.

Cyber attacks on or via critical Internet infrastru

a threat as they affect the integrity of the Interne
public trust in the ability of regular IT security m

protect organizations against cyber attacks.

cture pose
t and the
easures to

By attacking the Internet infrastructure, such as t he
Internet’s equivalent of a phone book, the so-called

1DPH 6HUYHUV '16
simultaneously and bypass standard IT security meas ures.
The threat against the Internet infrastructure may
systems connected to the Internet.

Domain
DFWRUV PD\ LPSDWW P XDOAWLXOHWDRUMWKDW SDUWLFXODUHI1BOWCHWXHU ||

affect all
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Internet — have also been exploited by hackers. So-ca lled
BGP hijacks can be used to reroute, monitor, change or
VWHDO ODUJH DPRXQWYV RI ,QWHUQ4&® WUDI¢F 6
hijacks are complex, and it is likely that only fore ign states
and a few sophisticated cyber criminals have the ski lls
required to launch a BGP hijack. In April 2018, fore ign
cyber criminals managed to steal cryptocurrency by m eans
of a BGP hijack.

Due to the structure of the Internet, a BGP hijack m ay
impact Danish Internet users irrespective of the ge ographic
origin of the attack. In addition to rerouting Inter net

WUDI¢(F D %*3 KLMDFN PD\ VORZ GRAR) WHKHELVUX
,OQWHUQHW WUDI¢(F LWKRXW HIIHFWINW PRQLWF
in the BGP routing, a BGP hijack which does not gene rate

WUDI,F GLVUXSWLRQV PD\ SRWH QWU D/GITHUD & QC
weeks.

Denial of Service attacks that cause disruption of online
services, such as Distributed Denial of Service (DDoS )
attacks, also pose a threat to the Internet infrast ructure.
Most DDoS attacks target websites and only affect t he
owner and users of the services offered by the webs ite. A

'""R6 DWWDFN DJDLQVW D '16 VHUYHU PW\ KRZHYF

customers of an Internet Service Provider. Powerful DDoS
attacks may potentially overload key routers or other
network components of an Internet Service Provider.

%\ FRPSURPLVLQJ WKH '16 VI\VWHP DQG SH U BrpplersFall bictvnRo cyber attacks

FDOOHG '16 KLMDFN KDFNHUV PD\ OQMGLUWMH®bér @ttacks ireldied against or launched via suppli ers

DQG H PDLO WUDI¢F %RWK VWDWH RPWRU VaBdpGse-a feHous thigatFolDanish private compani es

employ this type of attack technique. Hacker groups will RU SXEOLF DXWKRULWLHYV 7KLV WISHXOVVMWWDFI
make efforts to conduct cyber espionage, redirect In ternet to detect, and a successful attack may affect multipl e

WUDI¢{¢F WR IDOVH ZHEVLWHYV WR LQW HWBPKS wgadRatidohZ mMla@iMoMidh&potentially serious

services, spread malware or show revenue-generating consequences that cyber attacks against suppliers ho Id for
advertisements. the individual company or authority, the negative imp act

may extend to the supplier’s partners, customers and

7KHUH KDYH EHHQ VHYHUDO DWWHP®WV DWuses. KLMDFNLQJ L

2019. The attacks affected victims in Switzerland, G reece,
Sweden, Cyprus, the United States and a number of

Suppliers often have unrestricted access to many of t heir

FRXQWULHYVY LQ WKH OLGGOH (D ¥Winxghe, 1 R U \Wiknt$'IHgtwbrks and data. By compromising a single

hackers were able to compromise the organization tha t
manages the top-level domain for Greece ".gr" gaining

access to its networks for several days. A top-level domain
refers to the last segment of a domain name, or the p art
that follows immediately after the "dot" symbol such as

".dk" or ".com".

Border Gateway Protocol (BGP) routers — the routing

SURWRFRO RI WKH ,QWHUQHW XVHE& WRHU R XatpdliensthEwerks &ré ndRsegregated from its bran

supplier, an actor may get the opportunity to move
between several clients’ networks and data unhinder ed.

Actors also try to compromise suppliers across borders.

The cyber security level within a supplier’s branch located

in another country may be poor, making it easier for

hackers to use this particular branch as an entry p oint

to compromise the rest of the supplier’s systems. If the
ches, it
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might allow the actor the possibility of moving hor izontally limited technical skills are able to gain access to e ffective
in networks across borders. tools.
In recent years, several major international supplie rs have The ransomware GandCrab is an example of an effectiv e
been compromised or targets of attempted compromise. cyber criminal tool that quickly spread. GandCrab i sa
Some of these suppliers provide services to authorit ies ransomware-as-a-service, which cyber criminals can
and companies in Denmark. In 2018, electronics gian t acquire via the Internet. In May 2019, the developers
$686 ZDV KDFNHG $6861V RI¢{(FLDO VRIWZD Ui Gah@®rab /Anivokdnced that they were shutting down
Update tool, was infected with malware, causing user s operations and claimed that they had earned USD 2 b illion
who updated the programme to inadvertently download since January 2018.
a compromised version of the ASUS software, potential ly
granting hackers access to their computers. The threat of different types of cyber attacks may rise
suddenly. Two examples from the spring of 2019 illus trate
A cyber attack against a company via a supplier may this, the surge seen in the spring of 2019 in the n umber of
have serious economic consequences as evidenced by th e so-called sextortion mails, with which cyber criminal s
attack on British Airways which took place from Augu stto extorted victims by claiming they had access to pri vate
September 2018. A security gap in a system belonging to information or photos or video recordings of the vi ctim, as
a British Airways subcontractor allowed hackers to i nstall ZHOO DV WKH ZLGHVSUHDG SKLVKLQUH®RBEPAHQ W
malicious code into British Airways’ system that en abled 365 users. Cyber crime is constantly evolving as cri minal
the hackers to store passenger names and e-mails. T he hackers are willing and able to rapidly change tact ics.
hackers also gained access to card numbers, expirat ion
dates and CVV numbers, when customers entered these The ability of attackers to conceal their identitie S
on the website. British Airways has estimated that as makes cyber attack an attractive tool
many as 380,000 passengers were affected by the att ack. Cyber attacks are an attractive tool among differen t
,Q -XO0\ %ULWLVK $LUZD\V ZDV 4{RK®CGRU WBHEHWRI DFWRUV DV LW LV GLIYAXOMEXRMHYLFW
infringement of the EU’s General Data Protection Re gulation. F\EHU DWWDFNV WR VSHFL¢{¢F SHUSHWUDWRUV %
cyber attacks, attackers run a smaller risk of bein g hit
Effective attack techniques spread quickly by sanctions or legal action than they would had th ey
Hackers employ the techniques that work. Consequently , employed conventional attack tactics.
a popular attack technique may quickly spread from ot her
parts of the world and be used against victims in D enmark. State-sponsored hacker groups have been known to steal
So it is vital for Danish companies and authorities to stay malware and infrastructure from each other. The sto len
XSGDWHG FRQWLQXRXVO\ RQ WKH VSHKRIGW makatdaris WfkasricNiréHawy subsequently been
reported by authorities, IT security companies and o ther used to compromise foreign ministries, universities and
relevant sources. businesses.
Today, sophisticated as well as less skilled hacker s are able ODOZDUH WKHIW DQG UHF\FOLQJ POWHILW IGH.I ¢ F X
to buy hacking tools online. As a result, even hacker s with origin of an attack. In addition, as a result of ma lware and
infrastructure theft, a victim who has been comprom ised by
a given actor may also run the risk of being compro mised
by other hackers who have gained access to the same
infrastructure.

DDoS attack against Danish rail
operator DSB
In September 2019, Danish rail operator DSB was

Both criminals and state-sponsored hackers who want

to gain access to knowledge use known hacker tools, for
exposed to a DDoS attack that paralyzed the DSB tic keting example malware available online. The use of publicly
system, making passengers unable to buy tickets via the available malware makes attribution of a cyber attac k
company’s app and website for several hours. The at tack GLI(FXOW DV WKH PDOZDUH LV QRWQH/HG H[FOX'
did not, however, disrupt the running of the DSB tr ains. particular group. It is easier for attackers to conc eal their
identity when they operate among a pool of actors usi ng

the same type of malware.
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K WK ARQWIHFWDBRRQLDMW OHKGL 1HPPRXWAWKG® RZKR ZDV

NLOOLQJ IRXU SHRSOH LQ WKH WVKHHU UHRZULWKWO B WIAXIPF NQR®Q U XVVHOV WM VD W W\DHFWHZM\O VOKRMHW DFNV LQ (XURBHWBIXQFKH G

TERRORISM

Militant Islamists still pose a serious threat to th

has changed, mainly as a result of strong military an
against ISIL and al-Qaida. The number of terrorist at
by militant Islamists reached an unprecedented high
ISIL controlled large swathes of territory in Syria

a level which is comparable to the one seen in the p
proclamation of a caliphate in 2014. However, milita
attacking the West.

The global terrorist threat has changed. Today, the two
primary militant Islamists groups, ISIL and al-Qaid a, are
weakened and have been forced to dedicate their focus

e West, but the threat picture

d counter-terrorism efforts
tacks in the West conducted
level during the years when

. Today, attacks have fallen to

eriod leading up to ISIL’s
nt Islamists remain intent on

Baghdadi will not disrupt ISIL's operational capabi
its resolve.

WR VXUYLYDO DQG ORFDO UHJLRQDDU#I KW VStromyLelivter-terrddaitfforts and the loss of promi

far from defeated and maintain their regional and glo bal
ambitions. In addition, their ability to inspire sym pathizers
in the West and in numerous regions across the world to

carry out attacks remains intact.

The loss of territorial control has reduced ISILs ca pability
for launching centrally directed, large-scale attack s against
the West. However, the death of ISIL leader Abu Bakr al-

leaders have had an impact on both ISIL's and al-Qai
ability to launch and inspire terrorist attacks. How
the root causes of terrorism have not diminished, and
threat from militant Islamist groups and sympathize
persist for years to come. In addition to the threa
militant Islamists, the terrorist threat landscape i

has been characterized by an increasing number of
rightwing extremist attacks in recent years.

lities or

nent
da’s
ever,
the
rs will
t from
n the West
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The terrorist threat against the
West

The primary terrorist threat to the West still come s from
militant Islamists. The most serious threat emanate S
from lone wolf terrorists or small cells launching

relatively simple attacks that require little planni ng

Syria following the Turkish intervention to reconsoli date
its position. The ISIL leadership still harbours am bitions
to attack targets in the West, and the establishment of
new subgroups and the execution of attacks in a num ber
of different regions have demonstrated that ISIL and i ts
ideology can still inspire local groups and networks to
commit terrorist attacks on their own against local and

DQG OLPLWHG UHVRXUFHV )RUHLJQ ¢ JKQVH Wéstdwitxrge@HHY ZLO

continue to pose a threat for years to come.

In his capacity as the so-called caliph, al-Baghdad i was
WKH SHUVRQL¢(FDWLRQ RI DQ ,vVODPQPQYWWDWH
In 2014, ISIL proclaimed the establishment of an Isl amic of the ISIL leadership decide to address the new si tuation
caliphate stretching from northern Iraq to eastern S yria. will determine the future of the group, as Baghdadi’ s death
ISILs self-proclaimed caliphate was unprecedented in si ze may cause internal strife in the group, which is al ready
and structure. The idea of a caliphate appealed to avery under pressure and struggling to maintain its statu S.
ODUJH QXPEHU RI IRUHLJQ ¢JKWHU YV QG RPQDBRBRYhIad KdatlZdRés not immediately affect ISI Ls
heightened the terrorist threat against the West. Fro m capabilities and will have no direct impact on the terrorist
2014 to 2017, ISIL managed to plan and execute sever al threat posed by the group’s networks, which remain intent
large-scale and relatively sophisticated attacks in Europe. on launching attacks on the West.
At the same time, the group was able to radicalize, inspire
and instruct sympathizers to carry out attacks, inc luding Similarly, al-Qaida’s senior leadership remains res olved
attacks in their Western countries of residence. Wit hin the to attack the West. However, the group’s capabiliti es
span of a few years, militant Islamists were thus a ble to have been depleted following years of intensive Weste m
launch a high number of large- and small-scale terr orist counter-terrorism efforts. Still, several of al-Qai da’s

attacks in the West.

regional subgroups have been strengthened in recent
years but have so far zeroed in on regional targets.

In parallel with ISIL’s territorial defeat in Syria and Iraq,

Western authorities have bolstered their counter-te rrorism In recent years, militant right-wing extremists have

efforts, killing numerous prominent members of ISIL asa launched several terrorist attacks in the West against

result. The group’s capability to launch centrally directed minorities and political opponents. Despite internal

attacks against the West has diminished, and even t hough differences, the militant right-wing extremists share the

ISIL still produces propaganda, its ability to do s o has same concept of the enemy and, to a certain degree, the

diminished. same ideological conviction. They are increasingly making
international connections, forming virtual networks a Cross

Even though ISILs self-proclaimed caliphate was shor t- national borders, though they often operate alone. The

lived, it changed the threat landscape. If the pres sure on threat from militant right-wing extremists will continue to

ISIL and other terrorist groups is relieved, it may prompt be a focus for Western security and intelligence serv ices.

a sudden increase in the number of attacks. To many , the

narrative of ISIL still serves as a testament to the feasibility The terrorist threat from within

of a caliphate, and the group’s military victories a re still Today, the main terrorist threat to the West emanates from

JORUL¢{¢HG LQ HIWUHPLVW FLUFOHWG,B U GAD MikhIf teritdizsty/anvdmall cells capable of laun ching

terrorist exploitation of propaganda, arms technology an d relatively simple terrorist attacks that require littl e

brutality that could inspire extremist communities for years planning and limited resources. Propaganda and detai led

WR FRPH EXW SRWHQWLDOO\ DOVRUL@A XKW Artdtruct@nSdh How tofbMil® ©Dbomb and launch a terro rist

wing extremists in Western countries. attack are readily available online, making it easie r for
people and networks that have never spent time nor h ave

ISIL is far from defeated in Syria and Iraqg. In para llel with DQ\ DI¢OLDWLRQV ZLWK D WHUURULWMKWWR XS WF

losing its territory, ISIL has managed to transform into an attacks in their countries of residence.

insurgent and terrorist group with networks in most parts

of Syria and Irag. Despite of al-Baghdadi’s death, ISIL will 5DGLFDOL]JHUV DQG IRUHLJQ ¢JKWHWQUHVDQWQHH

seek to exploit the changed balance of power in north ern impact on the threat landscape in Western countries . Since
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RQO\ D KDQGIXO RI :HVWHUQ IRUHLJQ ¢ I&Kanktive, vhdfdbilgHnto an effective insurgent an d
managed to return to their home countries from Syria and terrorist underground movement in both Syria and
Irag. Unlike those who returned home prior to 2016, an Irag. The group has networks and followers throughou t
LQFUHDVLQJ QXPEHU RI WKH IRUHLJWXURWUKHZKRWLO® WHILRQ ,Q DGGLWLROXD WKH JURXS
the future have more actively opted for the extreme br and ISIL provinces and franchises in a number of countr ies
of violence that progressively characterized ISILs rule. and regions across the world as well as individuals and

networks sympathizing with the group.
,Q DGGLWLRQ WKH DEVHQFH RI DQ REPR@®XMWQG DFFHVVLEO

JRQH WR DWWUDFW ¢JKWHUV ZLWEKLW B UDJ RHURISMWWIlDPd<® latthbed foRy@avs to come in Syria an d Iraq

the terrorist threat in Europe. Between 2013 and 20 16, due to the lack of government control over large ter ritories

more than 5,000 people left Europe for Syria to joi nISIL and ISILs continued anchoring in the local populati on,

DQG DO 4DLGD UHODWHG JURXSV TKWH KRG A lamdvg biReBredisois. Khis is particularly evident i n

strongly radicalizing effect on Islamist communitie s but also, northern Syria, where ISIL is trying to exploit the vacuum

paradoxically, acted as a kind of valve draining Eu rope of a that will follow as a result of Turkey’s increased pressure on

large number of seriously radicalized individuals, at least for the Kurds, who will no longer be able to play the s ame vital

a while. This has not been the case since 2016. Com bined UROH LQ WKH ¢JKW DJDLQVW ,6,/

ZLWK WKH VLIQL{FDQW QXPEHU RI OWGKRDOL]HG LQGLYLGXD

will be released from European prisons, this can aff ect the Though ISIL's capability to launch centrally directe d

radicalized communities in Europe in the years to ¢ ome. terrorist attacks in the West has diminished, the gr oup has
continuously made efforts to adapt to the counter-terro rism

ISIL is a regional terrorist and insurgent group pressure by building new structures, allowing it to carry out

with a global reach attacks regionally and expand globally.

ISIL's senior leadership and overall organizational

structures have been severely reduced following the The establishment of several new ISIL franchises and

JURXSYVY WHUULWRULDO GHIHDW PRBY®BUMK HDkNZ¢es shdwvs | KB Yontinued relevance. In a sp eech

In April 2019, militant Islamists carried out a ser ies of coordinated terrorist attacks in Sri Lanka t hat targeted both hotels and churches.
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delivered in April 2019, al-Baghdadi emphasized ISI Ls Al-Qaida and other terrorist groups in Afghanistan will
relevance by pointing out that the group had establi shed be able to exploit the uncertainty surrounding the We st's
several new ISIL provinces and praised the Sri Lank a continued military involvement in the country. Many
terrorist attacks and ISILs battles in Iraq and Syr ia. Itis elements will factor in, but it is likely that al-Qa ida will use
likely that the ISIL leadership will maintain its r esolve to a potential Western troop withdrawal from Afghanistan
EROVWHU LWV FDSDELOLWLHYV DQ & \WLLIW L ¢, FiD QrendgtHRiXite dperatidnd® dapabilities and in it S
and Iraq, as the group is under heavy pressure in t he two propaganda.
countries and wants to preserve its global reach.

At present, al-Qaida networks in Syria pose the mos t
The December 2018 terrorist attack in Morocco in whic h an serious al-Qaida-related terrorist threat to the West
,6,/ LQVSLUHG FHOO NLOOHG D 1RUZGUVBQ VBRIXiH & oWenstQn€intal-Qaida’s global ambitio ns. In
tourist and the massive terrorist attack in Sri Lanka are north-western Syria, in particular, there are severa | al-
testaments to ISILs ability to inspire its follower s to carry Qaida-loyal groups present that have experienced le aders
out terrorist attacks globally. Both attacks were ca rried with ambitions to attack the West as well as a large
out by local cells that had pledged allegiance to IS IL prior QXPEHU RI RSHUDWLYHYV LQFOXGLQWHWWHUQ IF
to the attacks, even though none of the cells had a ny Developments in the north-western part of Syria and the

DI(cOLDWLRQV WR OHDGLQJ ,6,/ PHPEHUYV

¢JKWLQJ EHWZHHQ WKH 6\ULDQ UHJLKISWRG LQV
,GOLE SURYLQFH ZLOO WKXV LPSD/MNLDLIQAGFDQ

Rather, the perpetrators had been prevented from joi ning the terrorist threat that emanates from the area.

ISIL in Syria or Iraq, which likely prompted them t o carry

out the attacks locally instead. It is likely that, in the 7KH WKUHDW IURP IRUHLJQ ¢JKWHUVY DQG WKF
future, we will see more attacks of this type. Thus, ISILs Syria

OHDGHUVKLS RU RI¢FLDO 1UDQ F KL VWHVHGRWRRIWadY before Yhe Buddh@fthe Turkish offensive in the

become involved in the planning or execution of terror ist northern part of Syria in the autumn of 2019, relat ively few

attacks in order to maintain ISIL’s reputation of bei ng a ‘HVWHUQ IRUHLJQ ¢JKWHUYV ZHUH DWDOMRUUHNLAQ 6

potent terrorist group with global reach.

Al-Qaida is under pressure but remains intent on
attacking the West

Despite years of targeted counter-terrorism efforts, al-
Qaida still poses a threat to the West. Al-Qaida’s senior
leadership, which is primarily hiding out in Afghan istan,
Pakistan and Iran, still considers the West its pri mary

enemy, and al-Qaida has a more patient and strategic
DSSURDFK WR WKH ¢JKW WKDQ ,6,/

RI WKH IRUHLJQ ¢(JKWHUV KDYH UHWRXNQWG VIR W
been killed or are in prison. Of those still at lar ge, many are
staying around the city of Idlib in north-western S yria and
DUH DI{OLDWHG ZLWK DO 4DLGD UHODWHG JURXSE

After ISIL lost control of its last pocket of territor y in Syria

LQ ODUFK QXPHURXV IRUHLJQ ¢(JKWHDWH\W G
were taken prisoner or escaped to the Kurdish-control led
camps in northern Syria. The majority of the remaini ng

IRUHLJQ ¢(JKWHUV KDYH WKXV EHHQGKN®G SULVR
controlled prisons and camps in northern Syria duri ng most

However, al-Qaida’s attack capabilities have been r educed, of 2019, as have the wives, widows and children of t he
and many of the group’s prominent leaders have been PRUH WKDQ "HVWHUQ IRUHLJQ ¢(¢JKWHUV
killed. Despite losing several of its prominent lead ers over
the past few years, the group still has several exp erienced ISIL has established a strong presence in several of the
leaders at its disposal and continues to produce camps, which are characterized by overpopulation and p oor
propaganda directed at a global audience. security. Consequently, during the course of 2019, ISIL has
been able increasingly to disseminate its ideology t 0 men,
Al-Qaida’s regional subgroups typically operate ind ependently women and children in the camps through education, social
of al-Qaida’s senior leadership and are primarily f ocused on control and the use of violence. The camps are thus a hub
ORFDO DJHQGDV 1HYHUWKHOHVV WKHD\8 RV®Ir ladivak:atichRidinoiizétion and could — depen ding
Western interests in the areas where they have esta blished on developments in the area — affect the terrorist th reat for

a presence. Al-Qaida subgroups in a number of count ries
in Africa, the Middle East and Asia have been stren gthened
over the past few years.
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After ISIL lost its last territory in the spring of 2019, a lot of the group’s followers ended up in t he Kurdish-controlled camps in northern Syria.

The regional terrorist threat In Irag, ISIL is mostly present in the central, nort hern and
western areas that used to be under ISIL control and where

Over the past decade, the number of fragile and fai led the Iragi government has little control. ISIL contin uesto

VWDWHY DQG FRQALFW JRQHV KDV JURZQ D RuBcH tdiRoXs$ attacks in the country against civil ians and

DI¢OLDWHG ZLWK ,6,/ DQG DO 4DLGD KDYH HagsnhbtEhe lkadikset@itpforces.

presence in a number of areas, particularly in Afri ca,

$VLD DQG WKH OLGGOH (DVW ,Q DGGLWLRQ V6R/ WRM RLJRLRFDQW QHWZRUNYV LQ 7XWNHH\

,6,/ JURXSVY ORRVHO\ DI¢(OLDWHG ,6,/ QB ®Y R4d be¥n B kka&e f6HSIL, which has used the countr y as

and ISIL sympathizers also operate in a large numbe r a gateway for smuggling people and resources in and o ut

of countries. Al-Qaida’s groups have consolidated of Syria and Irag. In 2019, ISIL declared Turkey as an

their position in several places across the region, ISIL province. As part of its ambition of global ex pansion,

where they are engaged in local insurgencies, ISIL likely wants to give priority to Turkey and ex pand the

typically with no direction from the al-Qaida senio r group’s networks and facilities in the country for ye arsto

OHDGHUVKLS )RUHLJQ ¢JKWHUV UHWXUQLQdomd.RP FRQALFW
zones may use their transnational networks and

6LQF

combat experience to add a more global perspective In Yemen, where the government and the Houthi rebel S
to local militant Islamist groups. are engulfed in a civil war, Al-Qaida in the Arabia n
BHQLQVXOD $4%$3 LV WKH PRVW VLJQL¢{FDQW WH
insurgent group. AQAP has previously demonstrated bo th
The Middle East capacity and intent to attack Western targets outside of
The situation in Syria is still very unstable, givin g the Yemen. Despite AQAP’s historical focus on the West, the
UHPDLQLQJ PLOLWDQW ,VODPLVW QHWRR U N grovdsloQrteptrabeQd# isurRiRyPfocused on local el ements,
manoeuvre across the country. The north-western Idl ib though this might change if the military pressure on the
province, in particular, is a hub for militant Isla mists, group eases. ISILs presence in Yemen comprises ver y
including al-Qaida and parts of the ISIL leadership . Turkey's IHZ ¢ JKWHUV ZKLFK DUH HQJDJHG LQDQ@&WLQJ Z
and Syria’s military involvement in north-eastern S yria, the parties to the civil war. At present, AQAP pose sonly a
which has been under Kurdish control for years, wil | provide limited threat.

opportunities for ISIL to consolidate its presence in the area.
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North Africa QRUWKHUQ 1LJHULD DQG LQ WKH ERUGRUW DUHDYV
OLOLWDQW JURXSV DI¢(¢OLDWHG ZLWKKBIQ HG LEERDXRNH NWUHQBULDQ VHFXULW)\ |RPUPHWBQWH |
their position in Egypt. Since 2018, the groups hav e carried Islamist group Boko Haram to go on the defensive in t he
out several small-scale bombings, including against tourist ERUGHU DUHDVY EHWZHHQ QRUWK HDVWWH®Q 1LJH
buses in Cairo. The purpose of these attacks is likel y to Cameroun. Boko Haram’s capability to attack Western
undermine the Egyptian regime by damaging the count ry’'s WDUJHWV RXWVLGH RI QRUWK HDVWHUQ 1LJHULI
tourism industry. Islamic State in Sinai has turned out to
EH RQH RI ,6,/1fV PRVW UHVLOLHQWKHHJIUR R SEastDAfiica L D W HV
is mainly focused on attacking Egyptian authorities in the $0O 4DLGD DI¢OLDWHG WHUURULVW ®KQIEEDQ¥XUJH
northern part of the Sinai Peninsula. will remain a destabilizing factor in large parts of Somalia
for years to come. For more than ten years, Somali an d
Islamic State in Libya has consolidated its positio ninthe international forces have fought against al-Shabaab , but
southern part of Libya, and attacks against targets in the their efforts have failed to cripple the group.
capital city Tripoli and other places will continue in the next
IHZ \HDUV ,6,/ IROORZHUV IURP W K H) WRILW KABShahaadvqll ¢oRtXue to maintain control of larg e parts
will continue to travel to Libya, heightening the t errorist threat of southern and central Somalia. From here, the gro up
in the country, including the threat to Western inte rests. will be able to plan attacks inside and outside of Somalia.
Al-Qaida-related groups will pursue a local agenda and focus Al-Shabaab will highly likely primarily focus on at tacking
on attacking local targets. However, they will cont inue to military and civilian targets in Somalia. In additi on, al-
pose a threat to Western interests in Libya in the future. Shabaab will continue to attack local and Western tar gets
in Kenya and in other of Somalia’s neighbouring cou ntries.
In Tunisia and Algeria, Al-Qaida in the Islamic Mag hreb and Within the past few years, al-Shabaab has managed t o]
Islamic State in Tunisia are under constant pressure from consolidate its position in Kenya, for instance by re cruiting
the local security forces and primarily pose a thre at locally. a large number of local Kenyans to the group.
6HFXULW\ DORQJ WKH 7XQLVLDQ FRIDWWQMWXH KDV EHHQ VLJQ
reinforced since the 2015 attacks on Western tourist S. ,6,/ DOVR KDV DQ DI¢(OLDWHG JURXSULQ 6RPDOLD
the group is much smaller than al-Shabaab and has o nly
,Q 'HFHPEHU ,6,/ VIPSDWKL]HUV NLD® H GecandudRed aidal attacks, primarily in the northern pa rt of
WRXULVW DQG D 'DQLVK WRXULVW LQ URUR RiiEeRourdtlyLV LV WKH
terrorist attack in Morocco in recent years, and the attack
GRHV QRW UHAHFW D KHLJKWHQHG W KU H D WAfglzbistary Pakistav \and th@rest of Asia
targets in the country in general. The Moroccan aut horities’ Al-Qaida will work to preserve its safe havens in
counter-terrorism efforts have helped ensure that m ilitant Afghanistan and Pakistan, which will remain key bas tions
Islamist groups have failed to establish a presence in the IRU WKH JURXS DQG LWV UHIJLRQDWKH,QIGD\WR $(
country. Subcontinent (AQIS). Al-Qaida has training faciliti esin
Afghanistan and is particularly active in the easte rn and
West Africa southern part of the country.
The militant Islamist groups in the western Sahel re gion,
-DPDDW 1XVUD DO ,VODP ZDO 0XVOLPLQ DQ QAlQaddddhtirudgs\woBupddrt the Taliban’s insurgenc y and
in Sahel, have expanded their presence in central M ali is closely connected to the local terrorist and insu rgent
and northern Burkina Faso. The enhanced presence ha S group the Haggani network and the Pashtun terrorist group
strengthened the two groups’ possibilities for carr ying out Tehrik-e-Taliban Pakistan (TTP).
attacks in the southern part of Mali, central and e astern
%XUNLQD )DVR DQG WKH ZHVWHUQ SDMW W  DAI-RAHA ANdVARNS Will Dovitinue to threaten Western
heighten the threat to Western targets in West Africa . interests in the area and remain resolved to attack the
ISIL has claimed responsibility for attacks in sever al West West.

$IULFDQ FRXQWULHYV LQFOXGLQJ ODOL DQG 1LJHU

7KH ,6,/ DI¢OLDWH ,VODPLF 6WDWH LWDKRWYDVDQ
,Q QRUWK HDVWHUQ 1LJHULD ,VODIPAF KBADVEB ULW LHVWKH WBIJKDQ FRQALFW DQGVSRWWMHY D WK
increased the number of attacks on local security f orces. interests in Afghanistan and Pakistan, primarily in Kabul
It is possible that the group will attack Western ta rgetsin and Jalalabad.
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Iranian patrol boat in the Strait of Hormuz on Pers ian Gulf Day on 30 April 2019.

THE MIDDLE EAST
AND NORTH AFRICA

For years to come, the Middle East and North Africa w ill remain an arena for regional and
international power struggles. Instability, terrori sm and refugees stemming from the region
will pose a security threat to the EU. The United St ates will reduce its commitments in the
region, and being the region’s closest neighbour, E urope will increasingly be forced to tackle
these challenges alone. State actors such as Russia , Iran and Turkey will continue to exert

JUHDW LQAXHQFH DQG WKHLU SULRULMUL HYRPLO®RRIMW RQ (BUIRSH

Instability, terrorism and refugees stemming from th e Europe will increasingly be facing a multitude of

OLGGOH (DVW DQG 1RUWK $IULFD OR1$RYHODh#EEQaELQXH W

security policy threat to the EU for years to come. While the The United States will continue to reduce its direct

West still stands united in the response against ter rorism involvement in the region. This will affect the EU’ s ability to

in the Middle East, other emerging and diverging in terests DGGUHVV ORFDO FRQALFWV DQG WHIRHRQUMEP DV
have the potential to jeopardize the transatlantic co nsensus FKDOOHQJHYV VXFK DV GHPRFUDWLF GWWdNVWNV FRL
between the United States and the EU in the region. exploitation of ethnic-sectarian tensions, lack of r esources,
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The Middle East.

poverty and high unemployment rates. In the short to complicated, partner of the EU in addressing the ref ugee
medium term, groups such as ISIL and al-Qaida will r emain crisis. Turkey’s October 2019 military intervention against
able to mobilize frustrated population groups, thereby the Kurdish YPG militia in north-eastern Syria and i ts
posing a threat to stability in the region and secu rity in announcement of plans to repatriate a large number o f
Europe. Syrian refugees to the north-east pose challenges t o the
(8 $PRQJ WKHVH FKDOOHQJHVY DUH WKH UHQHZH
Thus, the EU will increasingly be forced to unilate rally tackle refugees into Europe and the repatriation of refuge esto
the various security-related challenges revolving a round the Syria under conditions that would be unacceptable to the
LQAX[ Rl UHIXJHHV DQG PLJUDQWYV LEDAWARK X UEBS Hs IVRSIDODNHIB WKH ARZ RI PLJUDQWM RMLKURXJK 1
FRQALFWV LQ WKH 0(1$ UHJLRQ 7X® H\HZ\L O @illEtdal aseri@ssidilemmas for the EU with resp ect
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to its cooperation with the governments south of th e US sanctions. However, China is attentive to its rel ations
Mediterranean. with the United States and wishes to preserve its go od
relations with Saudi Arabia. China also aims to pres erve its
Regional rivalry will become increasingly neutrality in the regional rivalry between Iran and Saudi
militarized Arabia.
,Q WKH \HDUV WR FRPH WKH 0(1$ UHHLRQ ZLOO H[SHULHQF
increasing polarization and, in some cases, militari zation of 7XUNH\ DLPV WR EROVWHU LWV LQAXHGFH LQ WK
WKH FRQALFWYVY EHWZHHQ WKH UHJLRWOH @ VNNOH BsowhRslchtegiiktétestd, which increasingly s eem to
regional rivalries between several of the countries in the diverge from those of Europe, and in ways that will often
Middle East will further complicate the European effort s involve military means. In addition to Turkey’s inter vention
to counter the region’s political, economic and struc tural against the YPG, Turkey’s enhanced cooperation with Russia
challenges. RQ WKH 6\ULDQ FRQALFW ZLOO GHHBHMKLQWHUQ
1$72 7XUNH\ ZLOO FRQWLQXH WR XVH WXHLRRXQ'
The increased tensions between Iran on the one side a nd refugees as leverage to force Europe to accept its security
the United States, Saudi Arabia and Israel on the ot her policy ambitions in the region.
could destabilize the situation, not only in the Pe rsian Gulf,
EXW DOVR PRUH EURDGO\ LQ WKH UHALR® /LMBIQLZH OVRBILERRVDLQ LWV LQAXHQKHDLQ WKH UH
may escalate to the point that it could threaten gl obal oil combination of economic cooperation and support to pro-
WUDI¢F WKURXJK WKH 6WUDLW RI +RUPX] Iranian groups. Turkey, Iran and Qatar will seek to widen
their cooperation, and their conduct will generate ne w
Turkey’s military intervention in north-eastern Syria divides with countries such as Saudi Arabia, the Un ited
has shifted the local power balance in the area, fur ther $UDE (PLUDWHYV DQG ,VUDHO RYHUQU RMIF HFRQAL
FRPSOLFDWLQJ WKH :HVWYV ¢(JKW DJDLQVW inkibya. Saudi Arabia’s and Israel’s joint interest sin
ZHDNHQLQJ ,UDQTV LQAXHQFH LQ VEKH QHWKRH Zl1
Libya will also remain an arena for rivalry between external two countries closer together.
actors, in particular the United Arab Emirates on th e one
VLGH Rl WKH FRQALFW DQG 7XUNH\ DQG (J\SW RQ WKH RWKH
However, Russia has also become increasingly involve din
Libya.
The arms race between the region’s key actors, such as
the Gulf States and Iran, will likely contribute to f urther

PLOLWDUL]DWLRQ RI WKH UHJLRQDO FRQALFWYV

New key actors with new agendas

Russia will take advantage of the West'’s lack of a common

Middle East policy in order to position itself as a key power

IDFWRU DQG EURNHU LQ WKH 0(1% BHYVRQ ,Q DGGLWLRQ
will undertake efforts to exploit Turkey’s strained relations

with Europe and the United States. Russia is contribut ing

to the heightened arms race in the region by selling

sophisticated weapons systems to numerous parties. Th e

GLPLQLVKHG 86 LQYROYHPHQW LQ WKRIVO(1$ UHJLRQ ZLOO ER
Russia’s position there.

China will seek to increase its so far limited econom ic

LQAXHQFH LQ PRVW RI WKH UHJLR@TMW DGGLWLRQ WR &KLQ
substantial interests and investments in the Persian Gulf’s

energy resources, the Middle East is strategically ¢ rucial to

China’s Silk Road initiative. China still supports t he nuclear

deal with Iran and will continue to make efforts to bypass
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Front page photo from Iranian daily newspaper on 9 April 2019 showing Iranian President Hassan Rouhani and US President Donald Trump. The
text means face-off (direct translation: eye to eye ).

Iran are at the centre, will grow increasingly complex. What,
in May 2018, began as a limited bilateral crisis over the
7KH FRQALFW EHWZHHQ WKH 8QLWHG 6W DW hii¢leBr@deertiebt@nd the US sanctions has developed
has escalated. As long as the United States upholds LQWR D PXFK EURDGHU FRQALFW ZKIQRAKKERGE FR
its pressure on Iran and prevents the country the security situation throughout the region. Iraq, Syria,
from exporting oil, Iran will continue its calculate d Lebanon, Yemen, Afghanistan, the United Arab Emirates ,
opposition towards the United States and its allies Saudi Arabia and Israel will all, to varying degree s, become
militarily as well as by challenging elements of the HPEURLOHG LQ WKH FRQALFW EHWZIKBHQ ,UDQ DQ

QXFOHDU GHDO 7KH FRQALFW ZLOO VWHOO $t®&DFW WKH HQWL
region, and the situation may inadvertently lead

to a de facto military confrontation. Despite the Iran will not succumb to US pressure

sanctions, the Iranian regime will stand united in Iran will continue its gradual and calculated oppositi on

the short term and Iran will consolidate its region al to the US sanctions, militarily as well as by chall enging

LQAXHQFH the nuclear deal. Iran will make efforts to drive a wedge
between the United States, Saudi Arabia and the Unit ed
Arab Emirates and has cast doubt on the United States '

The situation in and around the Persian Gulf, where ability to protect its allies and the oil export. Ir an has

mounting tensions between Iran and the United States emphasized to Saudi Arabia and the United Arab Emira tes
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that stabilization of the region will not be attaine datlran’s
expense or without Iranian participation. This strate ay
may at some point open up new diplomatic possibilities , for
instance as regards to the war in Yemen.

Even though Iran has no desire for an outright war w ith
the United States or any of its neighbouring countri es,
Iran’s more offensive strategy vis-a-vis the United S tates
and Saudi Arabia carries a risk of misunderstanding s and
incidents that raise the potential for an actual mi litary
confrontation. However, the Iranian leadership will likely

be willing to run the risk in the short term, as the country
has no real other alternatives and as the Iranian le adership

Intelligence Risk Assessment | 2019

7KH VDQFWLRQV FDUU\ VLIQL,FDQW VRFLDO DQC
consequences for the Iranian population. Among the

repercussions is restricted access to essential medi cines.
The economic and political frustration among the Iran ian
population will continue to fuel civil unrest. If the unrest
escalates, the regime will continue its policy of cr acking
down on protesters to quell resistance.

It is highly likely that Iran may be able to withsta nd the

HFRQRPLF SUHVVXUH XQWLO WKH 1RYH@WHDO 1

IHHOV FRQ,GHQW WKDW WKH 8QLWH® @OWDWHV GRHV QRW ZDQW

In addition, Iran will continue its cyber activities
regional and international actors as part of its more
offensive strategy.

against

Iran will not develop a military nuclear

programme

It is highly unlikely that Iran will develop a milit ary nuclear
programme in the short term despite the US withdrawal

from the nuclear deal and the subsequent sanctions.

However, Iran will continue to breach the nuclear de al as
long as the US sanctions are in force and the EU is unable
to counterbalance the impact of the sanctions and en sure
Iranian trade and oil sales. Iran’s nuclear breache s are
quickly reversible, allowing it to return to complian ce with
the nuclear deal as soon as the country is again ab le to sell
its oil on the open market.

Iran’s overall objective will still be to normalize its political
and economic relations with the international commun ity.
Iran will make efforts to force the EU to stay committ edto
the nuclear deal, drive a wedge between the EU and the
United States and put a spin on the crisis, turning i tinto

a choice of principle between support for US sanctio ns or
commitment to international agreements.

Iranian regime stands united despite sanctions

Despite the serious strain on the Iranian economy, th e
Iranian leadership stands more united than it has fo ralong
time, and the majority of the Iranian population supp ort
the regime’s opposition to the United States’ Iran po licy.
The US sanctions have served to sway Iranian politic sina
more nationalist and anti-American direction. Accor ding to
Iranian opinion polls, the majority of Iranians have been

election, as Iran’s alliances with Russia and China will likely
enable the country to continue to sell limited quanti ties of
oil.

Despite the sanctions, Iran will still be able to con solidate

LWV UHJLRQDO LQAXHQFH WKURXJKOHFRQRPLF D
cooperation with parties in countries such as Iraqg, Syria,

Lebanon and Afghanistan, thereby consolidating the

FURVV ERUGHU LQAXHQFH ,UDQ DOUKHG\ H[HU W\
military support it provides to pro-Iranian proxy g roups

in the Middle East. First and foremost, Iran will b e able to

strengthen its trade relations with Iraq and seek e conomic

DQG SROLWLFDO LQAXHQFH LQ WKH XBFRPLQJ U}
Syria.

FRQ/{UPHG LQ WKHLU YLHZ WKDW JIKH.QJ FRQFHVVLRQV WR W

international community on the nuclear deal was not in
Iran’s best interest.
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Syrla It is possible that Iran will minimize its already limited
military presence in Syria, but Iran and Syria will maintain

Syria will remain unstable in the long term even their close strategic alliance. Israel will continue its

though the Assad regime is consolidating its grip o n airstrikes on Iranian targets in Syria, including o n supplies

power. The reconstruction and stabilization of Syria , to Lebanese Hezbollah.

including the repatriation of Syrian refugees, will be

GLI¢FXOW 7KH FRXQWU\ ZLOO UHPDLQUMHQ DRust@ WilltFy td daxéthée way for Syria’s interna tional

regional and international rivalries. At the same ti me, UHKDELOLWDWLRQ DQG XVH WKH 81 URSSRUWHG

ISIL will take advantage of the Assad regime’s lack committee to drive a potential reform process. The Ru ssian

of efforts against the group. initiatives are likely aimed at appeasing the intern ational
community into lifting the sanctions on the Assad re gime
and at securing support for the reconstruction efforts from

Even though Syrian President Bashar al-Assad is the West and the Gulf States. However, it is less | ikely that

consolidating his power over the country, Syria wil | remain this will lead to actual political reforms or weaken the Assad

challenged by the same socio-economic and political regime’s control of the Syrian institutions and sec urity

SUREOHPVY WKDW WULJJHUHG WKHCILFH O ZDdénid@sWKH ¢UVW S
These challenges have only been exacerbated by eight
\HDUV Rl FRQALFW 'HVSLWH UHFRQFW®&HD W IABUBaRrllBaghBadi® teath in October 2019 will not

$VVDG UHJLPH FRQWLQXHVY WR WDUJNW IR U &ubUSIUthEillyQo gpeka id the desert areas i n central
and civilians in several of the recaptured areas. This has Syria and across the border areas into Iraq in the short
JLYHQ ULVH WR VRFLDO XQUHVW DFRQ\G VOIRIZW. © Wedi@nvterii.\ISHR gbaitly to regroup and expan dits
will further impede the repatriation of refugees fro m Syria’s underground networks will not be affected by the Ass ad
neighbouring countries and Europe. The lack of stab ility UHJLPHYV LQVXI¢FLHQW PHDVXUHV DIJRLQOW WKI
and economic prospects in the government-controlled maintain the capability to launch attacks in Syria, including
areas will also help incite recruitment to militant Sunni attacks on Western coalition forces in Kurdish-contr olled
extremist movements. north-eastern Syria. However, at present, ISIL will not be
able to capture and hold large populated areas or citi es.
External interference in Syria will continue. Rivallin g
regional and international actors will make efforts to 7KH FRQWLQXHG ¢(JKW DJDLQVW ,6,/WLIDQRUWK H
PDLQWDLQ WKHLU LQAXHQFH ZKLFKOZIDW®W LKRM@ & dhpiléatét! By WIEXE's confrontational approach
and reconstruction of Syria. For instance, Turkey’s October to the Kurdish YPG militia which, being the largest militia
2019 intervention has shifted the local balance of power in in the Syrian Democratic Forces (SDF), is the Anti- SIL
north-eastern Syria between the area’s local and exte rnal &RDOLWLRQYY PRVW LPSRUWDQW OMR BD O LD/ Q |
actors, forcing tens of thousands of civilians to b e on the ISIL in Syria. Turkey’s intervention in north-easter n Syria
run. will create room for ISIL to consolidate its position and
cause additional unrest in the area. The schism bet ween
The Syrian armed opposition has largely been defeate d. WKH FRDOLWLRQYV HITRUWV WR ¢ JIKWL RBQ/ AN KMKR X
The Assad regime will gradually recapture the remai ning the SDF and YPG on the one side and Turkey’s animosi ty
rebel-held Idlib area. The pace of the recapture wi I towards the YPG on the other will remain a source o f
depend on Turkey’s and Russia’s internal relations a nd the WHQVLRQ DQG KLQGHU WKH ¢JKW DJDLQVW ,6,/
extent of their support to the Syrian rebel groups an d the
Syrian government forces respectively. Russia is tryi ng
to balance its support for the Assad regime’s effor tsto
restore its control over Syria with its ambition to maintain
good relations with Turkey, particularly as part of the

QHJRWLDWLRQV RQ D SROLWLFDO VROXWLRQ WR WKH FRQALFW

Russia will likely make efforts to persuade Iran to

PLQLPL]H LWV SUHVHQFH DQG LQAXHQW¥R LQ 6\ULD LQ RUGH
accommodate Israel’s security interests, thereby fur ther

reducing the US incentive to maintain its presence in Syria.
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Iraq Iranian, have cemented their power position in the Iraqi
society and the Iragi security structure. The new r ole of the

The security situation in Iraq rests on a fragile militias will likely complicate relations between t he United

foundation and international, regional and local States, the Anti-ISIL Coalition and the Iragi governme nt. In

tensions will continue to feed into the instability. the short to medium term, this will adversely affect efforts

The Iragi government will face a number of against ISIL.

challenges which it will be unable to address

unassisted. At the same time, increased tension between the Unite d
States and Iran may result in attacks on Western force s
and interests in Iraq, mainly by pro-lranian militi as.

In the medium term, Iraq will remain a hotspot of ten sion

DQG FRQALFWV EHWZHHQ LQWHUQDWYR DK HRORES OHHILRIKOWO DFIMRQNW ,6,/

HIWHUQDO LQAXHQFH IURP FRXQWULHW V X F ISIIDs¥ill has2uQex3cddi/e Bdérground network in | rag,

instability, exacerbates already existing internal te nsions where the organization is able to exploit the opportu nities

DQG GLYHUWYV IRFXV DZD\ IURP WKH ¢(JKW DIOLRYGH® ,E\ WKH UHJLRQDO WHQVLR&QNVN 7KH ¢JK
has grown increasingly complex, and ISIL will remain a

Politically, Irag will be characterized by internal power threat to security in Iraq in the short to medium te rm.

struggles, corruption and clientelism in addition to t he

external interference. The Iraqi government is weak an d ISIL will seek to exploit existing tensions and the p erceived

will be challenged by growing political opposition a nd marginalization of the Arab Sunni Muslims to expand

UHJLRQDO FRQALFWV LQ WKH VKROWWKXIBWP Vitkpesition Gsth \oval @trdtist and insurgent grou p.In

incumbent government, and perhaps even a new one, wi I addition, the lack of reintegration and conciliation of

be able to handle Iraq’s fundamental problems in the short LQGLYLGXDOV DQG IDPLOLHV DI;OPBWH GVEHWK ¢

WHUP 3RRU JRYHUQDQFH DQG XQIXOLMmM® H G stdlhiizatiombDraglaRd e Natide militant Sunni ext remists

continue to spark tension, just as the perception of u neven to recruit future members to the group. However, it is less

distribution of resources between the capital of Bag hdad likely that ISIL will be able to mobilize wide popular support

and the provinces will continue to contribute to divi sion and in Iraq in the short term.

FRQALFW

The security forces still face challenges

Despite some progress in the security forces’ capab ilities,

power struggles and rivalries within the overall se curity

structure will impede the necessary reformation of t he Iraqi

security sector. In the medium term, the Iraqi secur ity

IRUFHV ZLOO WKXV ¢QG LW GLI¢RXIOQVNDWR SURYLGH VHFEXULW
parts of Iraq and to continue its counter-insurgency efforts

without foreign assistance.

For the Iraqi state, Baghdad is the main security pr iority,

and the military’s focus is generally on its conven tional

capabilities, which leaves the security forces in n eed

of critical counter-insurgency capabilities and ski lIs. In

DGGLWLRQ WKH VHFXULW\ IRUFHVT KIDBIOELOLW\ WR ¢(JKW ,6
on fragile popular support and trust. Political and econ omic

conditions will likely hamper the social efforts req uired

to carry out effective and long-term counter-insurgen cy

initiatives.

6LIQL,FDQW ,UDQLDQ LQAXHQFH
,UDQ VWLOO H[HUFLVHV VLJQL;,FDRWWLQAXHQFH LQ ,UDT 0
recently, paramilitary militias, some of which are p ro-
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LI bya Russia seeks a strengthening of relations with Egypt
through the involvement in Libya and support for the LAAF.
The military escalation seen in Libya in 2019 will
impact adversely on the neighbouring countries, The United Arab Emirates also provide direct military
including Europe, in the medium term, as it has support for the LAAF and will likely continue to do so in
created renewed latitude for great powers and the short term. Finally, Turkey is pursuing the potent ial for
non-state actors to pursue their interests in Libya. extraction of undersea gas in the eastern Mediterrane an
In the long term, Libya will continue to struggle and aims to adopt the role as Libya’s leading securit y
ZLWK RUJDQL]HG FULPH VPXJJOLQJ DQG L Q paxer.Rritdif€&tice by regional actors on differen t sides
state structures to control the country’s economy Rl WKH /LE\DQ FRQALFW PD\ FDXVH DRQWBWKHU HVF
and borders. The battle for the capital of Tripoli instability at Europe’s southern border.
and over the country’s vast oil reserves has drawn
neighbouring countries and regional great powers 7KH 81 6HFXULW\ &RXQFLO ZLOO VWLOO VWUXJJC(
LQWR WKH QHZ FRQALFW LQLWLDWLYHVY WR VXFFHVVIXOO\ KDOQW\DYKH DUP
and the arms embargo will suffer continuous violation S.
Military support from regional actors is pivotal in keeping
,Q HDUO\ D QHZ DUPHG FRQALFW BQ%S WiHebalafce hefiden the two main factions in Libya. The
even if it were to subside, Libya will continue to b e fraught international actors have very few soldiers on the gr ound
ZLWK SROLWLFDO GLYLVLRQ HWRELFQGR QA laRd¥dinPr@idersidpoit)tkrough air strikes, whi ch have
crime. Several EU countries will feel the repercuss ions of FRPH WR FKDUDFWHUL]H WKH FRQMNHPWDUQHWBAD
these problems as the situation in Libya provides g reater include civilian airports and hospitals and thus hav ea
latitude for terrorists and criminal groups to opera te, just severe impact on Libya’s civilian population.
as it could trigger new challenges with the managem ent
of refugees and migrants. Diverging views among the EU War economy, oil, and militia cartels characterize
FRXQWULHY RQ KRZ WR DGGUHVV WKH FR QAdfrgmerged LiBydd OHD
room for other actors, most notably Turkey, Russia a nd Itis less likely that a new Libyan government woul d be able
the Gulf States, which eye new possibilities. Findi ng a joint to unite Libya within the next few years. Militia ca rtels will
(8 PLJUDWLRQ SROLF\ LV GLI¢FXOWO @NQW K MikelyHkeepla ld&\facte irip on power in the large ¢ oastal
IDFLQJ WKH (8 PHPEHUV LQ 1RUWK DQIQHD YV Wwithksvith cElid ReBadrks éxtending into the politic al and
from those encountered in the South European EU membe r HFRQRPLF V\VWHPV 7KH /LE\DQ VWDWHHFRQWLQ:
states that border on Libya and whose key focus is t hus WKH DUPHG DFWRUV RQ ERWK VLGHOLRVLWKHD BRC
on keeping Libya stable. Other national agendas, such over the country are on the state payroll. Transparen cyin
as energy policy of the southern EU member states, a re the banking system and oil production, which haemorrh age
also challenging and another reason behind the weak ened large sums of money, is not on the cards.
European effort in Libya.
South Libya will remain outside of the coastal citi es’
Regional competition and access to the control and continue to be marred by a lack of law and
OHGLWHUUDQHDQ DJJUDYDWH /LE\DQ F R Q érdeF ®iidan- and Chad-based militias and insurgent
The rivalry among regional actors in Libya, includin g groups will thus continue to be present in Libya,
Turkey, Russia, the United Arab Emirates and Egypt, w ill occasionally receiving weapons from and supporting the
likely impact adversely on stability in the medium term. factions in Libya. The area will continue to be a hub for
traditional informal economic activities as well as illegal
5XVVLD OLNHO\ NHHSV WKH FRQALFWHD OL Y H'bECkVérRes RtiWiesFuchias smuggling of weapo ns
Libyan Arab Armed Forces (LAAF) insurgent militia w hile via Sudan, narcotics via West Africa, oil from Liby ato the
also maintaining contact with the government in Trip oli, VRXWK JROG IURP 1LJHU DQG PLJUDQWY ERXQG
where Turkey’s position is strong. Without internati onal from sub-Saharan Africa. The international community’ s
support, both political and military, the LAAF woul d likely narrow focus on counter-terrorism efforts in southern Libya
have a poor bargaining position following its faile d offensive may serve to undermine the traditional way of life there,
against Tripoli in early 2019. Such outcome would a Iso have leaving some actors with few alternatives than to re sort to
served to weaken Russia’s position in Libya. Russia aims crime.

IRU UHJLRQDO LQAXHQFH DQG DFFHVMRWRULE\DQ SRUWV ORU
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OLJUDQWYV LQ 1LJHU RQ WKHLU ZD\ RROUWK M/IR\PDKEDUBUDL@GDQG (XURSH

WEST AFRICA

Ethnic tensions and growing population rates in the western Sahel region

will cause an increase in the number of displaced p eople and contribute to

aggravating the security situation in the region. T he national security forces

LQ ODOL DQG %XUNLQD )DVR DUH XQDEOHVWW R XGKRAEE® PHEKWDQW
groups. Militant Islamists will continue to threate n Western targets in the

region. The Gulf of Guinea will remain an area charact erized by pirate attacks

conducted by organized criminal networks in Nigeria

Western Sahel is struggling with a number of challen ges that an improvement in the regional security situat ion is

such as a growing population, decades of increasing not on the cards in the short to medium term.

GURXJKW IRRG VFDUFLW\ HWKQLF FRQALFWV ZLGHVSUHDG

poverty, poor governance, ineffective security force s and 7KH ¢ JKW RYHU UHVRXUFHYV ZLOO LQFUHDVH W
an increasing volume of migrants. In addition, the militant of internally and externally displaced persons

,VODPLVW JURXSV LQ WKH ZHVWHUQ BOKHD (WKQRRE F-RP@ADAWY RYHU WKH UHJLRQYW VFDUFH
al-Islam wal-Muslimin and Islamic State in the Sahel , have long persisted between farmers, who cultivate the la nd,

increased their presence in central Mali and in the northern DQG QRPDGLF FDWWOH EUHHGHUV 7WH@MXHFRQAL
part of Burkina Faso to varying extents. Islamic St ate has and become more pronounced due to the drought and t he

claimed responsibility for attacks in several West A frican JURZWK LQ SRSXODWLRQ $V D UHVRRWFHWKH ¢ Jk
countries, including Mali. Combined, these challeng es mean and lack of food will likely continue for many years
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This, in turn, will result in an increase of interna lly and The focus of the French-led operation Barkhane, com prising

externally displaced persons forced to move in or out of some 4,500 troops, is on counter-terrorism. France does

the region. Also, the aggravated situation will be a driver not intend for the operation to solve the region’s m any

for recruitment for extremist groups that have incr eased other diverse challenges or for it to take over the tasks of

their presence in western Sahel by fuelling and expl oiting the national, regional and international security for ces.

WKH HWKQLF FRQALFWV 7KH FRQALRONQF®G WKH HQVXLQJ YL

may spread to other West African countries, such as Ivory Piracy continues in the Gulf of Guinea

&RDVW *KDQD 7RJR %HQLQ DQG 1LJHU The risk of piracy in the Gulf of Guinea off West A frica will
likely not change markedly in the short to medium t erm,

National security forces unable to maintain nor will the number or nature of attacks. Consequentl y, the

security Gulf of Guinea will likely continue to be a setting for pirate

In the short to medium term, it is highly unlikely t hat attacks.

the security forces in Mali and Burkina Faso will b e able

to maintain security in northern and central Mali an din The majority of the pirate attacks in the region are likely

northern and eastern Burkina Faso. In Mali, the secu rity launched by a handful of organized criminal groups. The

forces are focusing on maintaining control over sou thern pirates’ key purpose is kidnapping of ship crews for r ansom.

Mali, including the capital of Bamako. In northern and Local criminals also regularly try to rob ships at anchor off

central Mali, the presence of security forces is i mited. the large ports. Such thefts make up a large part o f the

The Malian security forces suffer from corruption, la ck incidents, and they carry a relatively low risk for the ships

of morale and discipline. The Malian population has li ttle and their crews.

faith in the security forces, as they have been kno wn to

be behind killings, violent assaults, and theft of food and A number of the economic and social problems that hav e

water. triggered piracy in the Gulf of Guinea will remain unsolved.
The maritime security capabilities of the coastal s tates are

In Burkina Faso, the limited number of security forc es are generally limited, the transnational cooperation is w eak,

unable to create security throughout the entire coun try; and existing legal structures are inadequate.

their sparse resources are focused on central Burkin a Faso,

including the capital of Ouagadougou. In the norther n

and eastern part of the country, only few security forces

are present. Militant Islamists and criminal groups are

exploiting the lack of presence by national authorit ies.

International and regional security initiatives fac e

an uphill struggle

It is highly unlikely that, in the short to medium te rm, the

8QLWHG 1DWLRQV OXOWLGLPHQVLRODPIOR@@WHIJUDWHG 6WDELOL]D
OLVVLRQ LQ ODOL 0,1860% ZLOO VXFWHKMVIXOO\ LPSURYH

security situation. The Mission is fraught with logi stical
challenges that hamper its scope of solving the prior itized
tasks such as restoring Mali’s authority over its ow n

territory and protecting civilians and human rights.
In addition, many of the units are poorly trained and

generally lack the ability to conduct extended operati ons.
Consequently, the Mission will only locally, and eve n then
only to a very limited extent, be able to improve t he

security situation.

Itis less likely that the G5 Sahel security cooper ation
EHWZHHQ ODXUHWDQLD ODOL %XUNKQ@DB )DVR 1LJHU DQG &
will be able to improve the security situation in t he border

DUHDV ZLWKRXW ORQJ WHUP H[WHUQDO VXSSRUW DQG (QDQFLQ
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Russia is making efforts to play a key role in the negotiations on Afghanistan. 30 May 2019 photo show

leaving a conference centre in Moscow following tal ks with a delegation of Afghan politicians.

AFGHANISTAN

The security situation in Afghanistan remains precar
US-Taliban negotiations have halted a potential Afgh
Taliban is becoming more powerful, while the Afghan
is weakening. The regional great powers are increas
increasing the fragmentation of the country and raisi

US-Taliban peace talks have come to a halt
Since the summer of 2018, the United States has
negotiated with the Taliban. The peace talks were

derailed by President Trump’s comments that the Unite d
States cannot continue to be the policeman of the worl d
and that he wants to withdraw US troops from Afghani stan.

During the peace talks, the Taliban has vehemently

ious. Collapsed

an peace process. The
government’s power

ing their involvement,
ng the risk of civil war.

and refused to negotiate directly with the Afghan
government. The US chief negotiator accepted the
Taliban's demands in exchange for Taliban guarantees
the group would be willing to participate in negotia
with representatives of the Afghan society and that
Afghanistan would never again be used as a base for
terrorist groups. However, President Trump broke off

GHPDQGHG D FRPSOHWH ZLWKGUDZDO RI 86 t&kQ withiter TalivdtiRrBspdhse to the 5 Septemb
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7DOLEDQ DWWDFN LQ .DEXO 1HYHUWX KMUKHHV Vhe Yésidetial@ledidh@aBtainted by attacks an d,
US chief negotiator have subsequently stated that the y in particular, threats from the Taliban, low voter t urnout
have left the door open for a resumption of peace tal ks. and allegations of election fraud. The results are n ot

yet available, but despite a large pool of candidates ,
The Taliban poised to intensify the insurgency the election will be a choice between Ghani and de facto
The Taliban leadership was surprised by the breakdo wn of Prime Minister Abdullah as president. Although the e lection
peace talks, and opponents of the peace talks have | ikely results may lead to the formation of a unity govern ment,
strengthened their position. Taliban spokesmen warn ed that the situation could also ultimately spark a crisis, similar
the breakdown could have serious consequences for th e to the one seen in 2014, as strong political faction s may
United States and its allies. The Taliban will likel y respond refuse to accept the results. The new president’s m ain
to President Trump’s cancellation by intensifying it s attacks task will be to come up with a Taliban policy and a ssemble
on US and coalition forces. In 2019, the Taliban focu sed its a broadly accepted team responsible for conducting
attacks on the security forces’ smaller camps, chec kpoints negotiations with the insurgent group.
and supply routes and will continue this strategy as this
W\SH RI DWWDFN UHTXLUHV IHZ UH\LRX P PKVIretatidnd pdwepky Burrounding Afghanistan
losses on the group. Russia, Iran and China are pursuing a strategic objec tive to

The ANDSF continue their downward spiral

7KH $1JKDQ 1DWLRQDO 'HIHQVH DQG 6HFXULWDIPRWFHWRZHYHU WKH SURVSHFW RGWKRA28QLWH

SXVK WKH 8QLWHG 6WDWHYV DQG 1$72 BXW RI $1J

Central Asia, and thus closely followed the US-Tali ban peace

$1'6) DUH XQGHU SUHVVXUH H[KDXVWHG EpuliHgbutdf Rdhanistan raised concerns that the Taliban
attrition, increasingly poor training, corruption, p oor might become a dominant force in the country followi ng
OHDGHUVKLS DQG SROLWLFDO LQVN B BHBH®@L Wa peateragetmgint & @ otential collapse of the Afg han
incapable of implementing reforms to address these government, possibly raising their interests in prev enting
LVVXHV &RQVHTXHQWO\ WKH $1'6) RIQ®LW\DthHAghEnHyoFebnBnBriE, public institutions and secur ity
to launch small-scale offensives and are often limite d forces from collapsing. However, the great powers wo uld
WR GHIHQGLQJ EDVHV FKHFNSRLQWYV DQG WstHoeK fagueutalsty owthe\potential re-election of G hani,
making them vulnerable to Taliban attacks, given th at as they fear that he will be an obstacle to the int ra-Afghan
the insurgent group is able to choose the time and p lace negotiations.
for attacks. Increased and more aggressive US suppo rt
such as deployment of special operations forces and air Russia and Iran are pursuing their strategic interest s by
strikes will likely curb Taliban advances, but not s top providing military support to the Taliban in the fo rm of
them altogether. Although the Taliban will be incap able weapons, equipment and money. In addition, they suppor t
RI GHIHDWLQJ WKH $1'6) LW ZLOODFRVQW DRQ XtHe iWsRrgebt giQubyoffering military advice and training,
DQG EROVWHU LWV LQAXHQFH LQ M\K¥SS RU Diachlidg-bowser& Whe operate in Afghanistan. Simil arly,
routes and threaten government control of vulnerable Pakistan provides military support to the Taliban, just
provincial capitals. as the Taliban uses Pakistan as a base area. Pakist an’'s

Political crisis

For a long time, it looked as though the US-Taliban peace
talks and the prospect of an intra-Afghan dialogue would
suspend the 28 September 2019 Afghan presidential

elections. The Taliban was vehemently opposed to th e
elections, declaring the vote illegitimate. The Unite d States
remained hesitant, while the European countries wan ted
the elections to be held in a bid to strengthen the Afghan
government’s bargaining power vis-a-vis the Taliban.

President Ghani pushed for the holding of elections.

However, the majority of the remaining 17 president ial
candidates favoured delaying the election, accusing Ghani
of abusing authority and rigging the election and mak ing

them question the election’s fairness.

VXSSRUW LV PDLQO\ DLPHG DW KDPSHULQJ ,QGLI

in Afghanistan. Iran and Russia will likely increas e their
support to the Taliban following the collapse of the peace
talks, and Pakistan may follow suit in an effort to maintain

LWV LQAXHQFH RYHU WKH 7DOLEDQ

China is making efforts to consolidate its position in
northern Afghanistan in general, and in Badakhshan

province in particular. The Chinese leadership want sto
prevent militant Islamists among the Uighurs in Chi na’'s
Xinjiang province from crossing the borders between

China and Afghanistan. Also, China is eager to bols ter its
economic interests in Afghanistan. Like Russia, Iran and
Pakistan, China is engaged in political dialogue wi th the
Taliban. Following the breakdown of peace talks with the
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United States, Taliban negotiators visited Moscow, Te heran,
Beijing and Islamabad.

India is also closely following developments in Afgh anistan
given its relations with Pakistan. India’s decision to revoke
Indian-administered Kashmir’s autonomy is possibly ro oted
in the prospect of a pro-Pakistani, Taliban-dominate d
government in Afghanistan. Like Russia, Iran and Chi na,
India has an interest in preventing the Taliban from

consolidating its power in Afghanistan.

Russia will try to cast itself as an Afghan peace b roker,
making efforts to cement this role through various

diplomatic initiatives. China will likely support Ru ssia’s
initiatives, and India will expand its dialogue wit h Russia

eastern Afghanistan. The group also operates in northe m
Afghanistan and launches spectacular attacks in Kabu land
Jalalabad, in particular. The ISKP has been respons ible for
several attacks on Shiites in an effort to add a se ctarian

GLPHQVLRQ WR WKH FRQALFW 7KH 8QLWHG 6WD'
DQG WKH 7DOLEDQ DUH ¢JKWLQJ WKH ,KDUGKLFK

time expanding its areas of operation. The collapsed uUs-
Taliban peace talks may help reduce the number of
disgruntled insurgents shifting loyalty to the ISKP .Asa

UHVXOW WKH ,6.3 ZLOO OLNHO\ YQGWW GLI¢{FXO
LQAXHQFH LQ $1JKDQLVWDQ DOWKRXSKZMWK®H LQV
remain secure in its stronghold in eastern Afghanista n. The

ISKP likely receives donations from patrons in some of the

Gulf States.

LQ D ELG WR JDLQ LQAXHQFH RQ ORQJ WHUP GHYHORSPHQWYV LQ

Afghanistan.

The Taliban and the Afghan government run the

risk of fragmentation

The political fragmentation in Afghanistan may escal ate
in the next few years. The Taliban will be deeply af fected

E\ ,UDQYV 5XVVLDYV DQG 3DNLVWDRGXXHDWHPSWV WR JDLQ

on different networks within the insurgent group. T he
internal political division within the government wil | also be
fuelled by President’s Ghani’s inability to garner support

from the most powerful politicians among Afghanista n's
ethnic groups. Financial support and weapons supply from

regional great powers to Afghan political factions m ay also
contribute to further fragmentation among the current

political factions.

Al-Qaida and Islamic State

During the failed US-Taliban talks, preventing Afgh anistan
from becoming a haven for terrorist groups remained a

US top priority. The United States wanted the Taliba nto
FXW WLHV ZLWK DO 4DLGD $0O 4D, GDDMWHWBWLOO FORVHO\ D
with the Taliban, the Haqgani network and the terror ist
group Tehrik-e-Taliban Pakistan (TTP). Al-Qaida sup ports
the Taliban insurgency by providing technical guida nce,

weapons and combat training. Even though al-Qaida in
Afghanistan has been successful in recruiting new
members, its support for the Afghan insurgency has m ade

OLWWOH GLIITHUHQFH 7KH ¢JKW DJDIDOWWKHKH :HVW UHPDLQ

heart of al-Qaida’s ideology, which is why it focus eson
attacks against Western targets.

Afghanistan and Pakistan are safe havens for numerou S
militant Islamist factions, including ISILs franch ise Islamic
State in Khorasan Province (ISKP). The group has a s trong

IRRWKROG LQ SDUWV RI WKH SURYL®&RBY RR1IDQJDKDU DQG
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'"H,QLWLRQV

In order to facilitate the reading of this risk To facilitate this and to ensure that all analysts e Xpress
assessment, we have prepared a brief outline of the levels of probability consistently, we use standardiz ed
VSHFLDO WHUPV DQG GH¢QLWLRQV XW H GhradeRuXibdiEaié yrdbaligyHrQparticular when

making key assessments.
Intelligence assessments almost always contain
elements of doubt. The level of probability in
assessments must thus always be made clear.

Degrees of probability

Highly unlikely Less likely Possible Likely Highly likely

The scale does not express precise numeric Probability levels are not an exact science but are
differences but merely informs the reader whether intended to give the reader an indication of our lev el
something is more or less probable than something of certainty.

else. In other words, this scale shows whether we

assess the probability to be closer to 25 per cent t han

to 50 per cent. This is the best way for us to ensu re

consistency between analyst intention and reader

interpretation.

Time frames

¢ Few months Very short term
e 0-2years: Short term

e 2-5years: Medium term

e 5-10 years: Long term

e Over 10years Very longterm
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Photo credit list

Front page Collage of photos by Anders Giversen
Taken from pages 18, 27 and 46 and:
&LYLOLDQV OHG DZD\ GXULQJ ODUIBLWR B U RDLQ/XNDE WUIKRWaNERACRItzau Scanpix

The naval patrol vessel Knud Rasmussen breaking ice off Greenland, The Danish Armed Forces

Page 10 The Danish patrol vessels Veedderen and Knud Rasmus sen off Greenland, The Danish Armed Forces

Page 12 &RPPHUFLDO VDWHOOLWH SKRWR RDWKHY B REHALENI @ 20010BVIAMAR

Page 17 Chinese helicopter in the Arctic, Zhang Jiansong/Xinhua/Ritzau Scanpix

Page 18 5XVVLDQ 3UHVLGHQW 90DGLPLU 3XWRROMXDURRQGHI® E\DWWBSRI ¢ FLDOM W RXWYWD P
centre in Akhtubinsk on May 14, 2019, Alexey Nikolsky/AFP/Ritzau Scanpix

Page 20 5XVVLDQ FUXLVH PLVVLOH 1$72 GHYEZIQD\BdELHriké&/EPAMRItzau Scanpix

Page 27 &KLQDTV B3UHVLGHQW ;L -LQSLQJ DWRWWH78HHWWFERQGH%RAOW DQG 5RDG )RUXP RQ

Wang Zhao/AFP/Ritzau Scanpix
Page 31 Warning signs posted in connection with the cyber at tack against Hydro,  Terje Pedersen/AFP/Ritzau Scanpix

Page 37 Armoured police vehicle parked in front of the Brus sels courthouse, January 2019, in connection with t he trial
DJDLQVW OHKGL 1HPPRXFKH ZKR ZD VURRQMLVAVVEE/AER R I$canpix

Page 39 In April 2019, militant Islamists carried out a ser ies of coordinated terrorist attacks in Sri Lanka t hat targeted
both hotels and churches, AFP/Ritzau Scanpix

Page 41 The al-Hol camp in northern Syria, Guiseppe Cacace, AFP/Ritzau Scanpix

Page 43 ,UDQLDQ PLOLWDU\ SHUVRQQHO UMGWEHY @ DNFDSVDURD ERDWKHD 1DWLRIQD & KBH UV LD (
Strait of Hormuz,  Atta Kenare/AFP/Ritzau Scanpix

Page 46 Front page image of Iranian daily newspaper Sazande gi with a title reading “Eye to Eye” showing Irania n
President Hassan Rouhani and US President Donald Tr ump Abedin Taherkenareh, Epa-Efe/Ritzau Scanpix
Page 51 OLJUDQWYV LQ 1LJHU RQ WKHLU ZD\ Q® WRK/MER D6 DDIHD D) G RG (XURSH

Ali Abdou/AFP/Ritzau Scanpix

Page 54 Russia is making efforts to play a key role in the n egotiations on Afghanistan. 30 May 2019 photo showing
Taliban chief negotiator Mullah Abdul Ghani Barada r leaving a conference centre in Moscow following t alks
with a delegation of Afghan politicians, Evegenia Novozhenina/Reuters/Ritzau Scanpix
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